DATA PRIVACY TERMS FOR ACCENTURE HCM SERVICES

These Data Privacy Terms apply to Client Personal Information

processed by Accenture and its subprocessors on Client’ s behalf in
connection with its provision/performance of the SaaS Services,

Support and Maintenance or other professional services described in

the related Service Order or Order Form for Accenture HCM (the
“Services” ).

Client shall be the controller of Client Personal Information, and
Accenture shall be the processor of such data and each Party shall
comply with the relevant data privacy laws to the extent applicable
to such Party in its respective role. Client warrants to Accenture
that it has all necessary rights to provide the Client Personal Data
to Accenture for the processing to be performed in relation to the
Services. Client shall be responsible for obtaining all necessary

consents, and providing all necessary notices, as required under
the relevant Data Protection Laws in relation to the processing of

the Client Personal Data

The Parties hereby acknowledge and agree to the following with
respect to the processing of any Client Personal Information under
these Data Privacy Terms:

1. Unless otherwise required by law, Accenture shall process Client
Personal Information on Client’ s behalf as follows:

= The subject matter of the processing is limited to the Client
Personal Information identified in this document

= The nature and purpose of the processing shall be to provide
the Services as defined in the description of the Services
in the relevant Service Order or Order Form concluded between
Client and Accenture

] The duration of the processing is the Term of the related
Service Order or Order Form.

] The types of Personal Information are: name, phone numbers,

e-mail address, time zone, address data, system access /
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usage / authorization data, company name, contract data,

invoice data. Client acknowledges that the following types

of Personal Information cannot be entered by the Authorized

Users into the SaaS Services or processed by Accenture while

performing Services:

(@]

(@]

Debit card number

Credit card number

Credit reports, credit scores and fraud alerts
Loan or deposit balances

Payment or purchase history (including information
relevant to targeted marketing, e.g., product order
history, service subscription history, descriptive
listing of consumers)

Medical care info, such as admissions, discharges,
organ donations, medications, data pertaining to the
health status of the data subject; this encompasses
Protected Health Information as defined in 45 CFR
160. 103 of the U.S. Health Insurance Portability and
Accountability Act of 1996 (HIPAA).

Genetic Information

Biometric identifiers (DNA, finger, iris or retina
recognition, facial recognition, hand geometry, ear,
signature, and voice prints/speaker recognition
technology, speaker verification or authentication)

Geo—location information (GPS, Movement, GSP, Wifi,
Bluetooth data)

“Black Box” Data; e.g. telemetric, in—vehicle or
in—home monitoring

Conversations (voice recordings, transcripts, or
overheard)

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

JKRT — 5 2tt4,. BT —H
EL—F =N T ORIEOMENT —H % SaaS y—E RIZATIT D
ZE, FREEY - REZREETLIRETT 7T 2 T BB
BIEMTERNWILEZRODDEILDE LET,

. aRET -, BEKIE R

FEy M — FEE
ILYy N BEE
EREEE ERAa7. FRIEFA%
B T AT

KL BIEETZTBARE (4 =7y b~—0 T4 71
B 21, Bl WA OESUERE, ¥ — 2O REE
JE. HFE ORI Y 2 a5 Te)

NIBPE, fasteft, 38, kT — 2 2 EoEHEE
W, ZAUTIX, 1996 FFEERIR O FHAEAM: & B ET
WZBE9 %75 (HIPAA) 45 CER 160. 103 ICEF S DR
SNHREEREIEFRPEZENET,

BRI
NAF A Y 7 ZAG@R1F (DNA, $5. WLR & 72 13 R

Wk, Rk, R, H. B4R X O/ EEE R
i, EEE ORAE/FRAE)

MR B (GPS. B @), GSP., Wifi., Bluetooth & —
4 )

(7T IRy 7 A 7—=2, FIZET VAR — K
NEERL, SRR &

2Eh (EAEGE ., Rodk, SLbHE)

Page 2 of 23



(affiliation or support with a

political party or ideology)

o Political Views

o Criminal charges and convictions and court records.

= The categories of data subjects are: unless provided
otherwise by Client, will include employees, contractors,
business partners or other individuals whose Personal

Information is stored in the SaaS Services or in the

Client’ s HR system of records

2. Accenture will process Client Personal Information only in
These Data
Privacy Terms constitute such documented initial instructions

accordance with Client’ s documented instructions

Accenture shall use reasonable efforts to follow any other
Client’ s instructions as long as they are required by law,
technically feasible and do not require changes to the Services.
If Client that

instruction that may generate additional costs for Accenture, a

requires Accenture follow a processing
mutually agreed change request to the Service Order, Order Form

or GTC must be concluded in advance

If Client requires that Accenture follow a processing instruction
despite that
Accenture’ s opinion, infringe an applicable Data Protection Law,
Client shall be responsible for all liability, and shall defend,
indemnify and hold Accenture harmless against all
damages, arising from any continued processing in accordance with
such instruction

Accenture’ s notice such instruction may, 1in

claims and

3. All Accenture personnel, including subcontractors, authorized
to process the Client Personal Information shall be subject to
confidentiality obligations and/or subject to an appropriate
statutory obligation of confidentiality.

4. Each Party shall implement appropriate technical and

organizational security measures to safeguard Client Personal
Information from unauthorized processing or accidental loss or
and agrees that, taking into

damage. Client acknowledges

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

o BURHIRM (BUwoA 74 v X — D8 £721330F)

o JHEERR., B, FBHIFLE,

s F—HEEROHIT IV =TI, BEERIRED DHEEERE,
SaaS Y —E A FZITBERED AT AT DI ANT — X 3R
TFEINTWABREER, FERER. EUVRAN— M — FiE%
OO N EFENET,

2. TRy FaTIE, BEHEOEAT —X %, BEKOLELLEI NI
TRIZHES TORMETEZHEDELET, KT —F T 74 X —HK
IE. TDO X R BN ENT-HRADIERIZEYTIHH0OTY, 77%
CFaTNE, EERETEBMT O TEY, HIFMICETAETH D |
MORS—ERZEFTEZMLELE LRWVRY | OBEKEOFERIZHE D
OB ARB N EH I LD E LETT 72 F o 7 IBNE %
AT DA HEMEOH DMBERICNE D KO BEENOERINDIGE
W, FTYV—ECRELEFLITEL T+ — 24, 20T GIC IZBWTD
EHEEFHIZ, FINCTAEDO LTSN sb0E LET,

TR F 2T NLEOBHAICLELPD LT, BEENST V7R F 2T
LBMFERICHE D K 9 BRB B - 756, T OHERNT — X RiIEIGEK T
LAREMENRH D LT 72 F a7 BN LcGA . BEEITITXTOEMT
ZEIBLDE L, YR > TR EZKGE T2 ENBEL DT T
DOFERBIOHEEBICGLTCT 7 FaT7 2L, MEL. AE25 2
RVNbLOELET,

3. BEOEANT —Z BB LHEREMNGESNEZT 72 F 2T OF
RTOANE (FHITEELED) 3. THEER XY 22 BT
BHEEZAOLDELET,

4, BUFHIL, BEEOBAT —F 2R ERNE I THBRBA2ELED
LITHEENORET 72012, H@U RN X RN X =
VT a®REE_T 20 LET, BRI, SEIREREOIUR,
EREICHNDER., BXOBEHEOBE AT —Z O OME ., #H,

Page 3 of 23



account the ongoing state of technological development, the
costs of implementation and the nature, scope, context and
purposes of the processing of the Client Personal Information,
as well as the likelihood and severity of risk to individuals

Accenture’ s implementation of and compliance with the security
measures set forth in Attachment A to this document provide a
level of security appropriate to the risk in respect of the
processing of the Client Personal Information.

Client generally authorizes the engagement of Accenture’ s
affiliates namely Accenture, Inc, based in Philippines and
Accenture, LLP based in the U.S. as subprocessors and
specifically authorizes, for the SaaS Services, the engagement
of Accenture’ s Cloud Vendor SAP SE, as subprocessor. Accenture
shall contractually require (including via standard contractual
clauses, sub—processing agreements or, with respect to
Accenture’ s affiliates, intra—company agreements) any such
subprocessors to comply with data protection obligations that
are at least as restrictive as those Accenture is required to
comply with hereunder to the extent applicable to the
subprocessors’ subcontracted services. Accenture shall remain
fully liable for the performance of the subprocessors according
to what provided for in the agreement with Client.
shall provide Client with written notice of any intended changes
to the authorized subprocessors and Client shall promptly, and
in any event within 10 business days, notify Accenture in writing
of any reasonable objection to such changes. If Client’ s
objection 1is based on anything other than the proposed

Accenture

subprocessor’ s inability to comply with agreed data protection
obligations, then any further adjustments shall be at Client’ s
cost. Any disagreements between the Parties shall be resolved
via the contract dispute resolution procedure. If Client’ s
objection is based on the proposed Sub—processor’ s inability
to comply with agreed data protection obligations, Client may

as a sole and exclusive remedy, object to such change by
terminating the applicable Service upon written notice to
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Accenture, provided that Client provides such notice within
ninety (90) days of receiving Accenture’ s notice of such change

or addition.

Taking into account the nature of the processing and when the
processing is within the scope of the EU General Data Protection
Regulation ( “GDPR” )
Client as reasonably requested in responding to requests by data
subjects to exercise the rights set out in Chapter III of the
GDPR ,
portability,
processing

Accenture shall provide assistance to

including rights of access, rectification,
and the right to restrict or object to certain
Client shall be responsible for the reasonable

costs of such assistance

erasure,

Taking into account the nature of the processing and the
information available to Accenture,
within the scope of the GDPR Accenture shall provide reasonable
Client with Client’ s

implementation of appropriate security measures; (ii) Client’ s

when the processing 1is

assistance to respect to: (i)
obligation to notify regulators and data subjects of a breach
with respect to Client Personal Information as required by GDPR;
(iii) Client’ s obligation to conduct data protection impact
assessments with respect to the processing as required by GDPR
(if applicable); and (iv) Client’ s obligations to consult with
regulators as required by GDPR. Client shall be responsible for
the reasonable costs of such assistance

Upon expiration or termination of the Services, Accenture shall
return or destroy any Client Personal Information in accordance
with the Client instruction as soon as reasonably practicable
and within a maximum period of 180 days

Accenture shall make available to Client information reasonably
requested by Client to demonstrate Accenture’ s compliance with
its obligations in these Data Privacy Terms and Accenture shall
submit to audits and inspections by Client (or Client directed
third parties)
designed to avoid disruption of the Services and protect the

in accordance with a mutually agreed process
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confidential information of Accenture, its authorized
subprocessors and its other clients and in accordance with the

following principles:

e audit limited to once a year;

e not to exceed 3 business days unless otherwise agreed by the
parties in writing

e reasonable prior written notice (at least 60 days unless a
data protection authority requires Client ’ s
control under mandatory Data Protection Law).

earlier

e scope and agenda of the audit to be determined in advance

With regard to this section, Accenture shall inform Client if, in

Accenture’ s opinion, any Client instruction infringes any
applicable Data Privacy Law.
In the context of SaaS Services, Client acknowledges that

Accenture’ s Cloud Vendor use external, independent auditors to
audit and verify the adequacy of their security measures, including
the security of their physical data centers, and generate an audit
report, available annually (“Report”). The Reports are the Cloud
Vendors’ Confidential Information and will be available to Client

at Client’ s subject to Client Cloud
Vendor’ s standard non-disclosure agreement. Client agrees to
exercise any right to conduct an audit or inspection of the Cloud
Vendor, including under the EU Model Clauses (defined here below)
if applicable, by instructing Accenture to obtain the relevant Cloud
Vendor’ s Report, as described in this section. Client may change
this instruction at any time upon written notice to Accenture,
provided if the Cloud Vendor declines to submit to an audit or
inspection requested by Client, Accenture will not be in breach of
but Client is entitled to terminate the
related Service Order to which such request relates upon 30 days’

If the EU Model Clauses apply, nothing in this

section modifies the EU Model Clauses, and nothing in this Section

request, executing the

these Data Privacy Terms,

notice to Accenture
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affects any supervisory authority’ s or data subject’s rights under
the EU Model Clauses

10. As of the Effective Date of the relevant Service Order or Order
Form, Client has identified for Accenture the countries where

the data subjects originate

11. Client acknowledges and agrees that:

11. 1.

11.2.

11. 3.

11. 4.

11. 5.

The engagement by Accenture of the authorized sub—processors
entail transferring or making Client Personal Information
available for processing (including for storing, backup and
located the
country(ies) the Client Personal Information originates from
( “Data Transfer(s)” ), as detailed in Section 5 above

archiving) to sub—processors outside of

Data Transfers might involve destination country(ies) that do
not provide an adequate level of protection for personal data
as required by the applicable Data Protection Laws ( “Third
Countries” ).

When possible, Data Transfers out of the European Economic
Area ( “EEA” ), the United Kingdom and/or Switzerland will be
issued by the

based on an adequacy decision competent

authorities as applicable

Data Transfers occurring out of the EEA, the United Kingdom
and/or Switzerland to Third Countries will be governed by the
Standard Contractual Clauses the competent
authorities as follows:

approved by

When the Accenture contracting entity, acting as a processor,
is based within the EEA/UK/Switzerland, Data Transfers out of
the EEA, UK and/or Switzerland to Accenture affiliates, acting
located in Third Countries, will be
governed by the Module Three Processor—to—Processor of the EU

as sub—processors

Standard Contractual Clauses for the transfers of personal
data to third countries pursuant to Regulation (EU) 679/2016,
adopted by the EU Commission by its Implementing Decision (EU)
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. Data Transfers out of the EEA,

. If and when

2021/914 of 4 June 2021 (the
executed by Accenture contracting entities,
EEA, UK and Switzerland
sub—processor;

“2021 EU SCCs” ), that has been
based within the
and any such affiliate engaged as a

. When the Accenture contracting entity, acting as a processor,

is based outside the EEA/UK/Switzerland, Data Transfers out
of the EEA, UK and/or Switzerland to Accenture affiliates,
acting as sub—processors, located in Third Countries, will be
governed by the Module Two Controller—to—Processor (if Client
a controller) or the Module Three Processor—to-
Processor (if Client acts as a processor) of the 2021 EU SCCs.
Client shall execute — or shall procure that its EEA/UK/Swiss
entities execute — the applicable Module of the 2021 EU SCCs
with the affiliates

processors and importers;

acts as

concerned Accenture acting as sub—

Switzerland and/or United
Kingdom to Accenture engaged third-party sub—processors will
be governed by sub-processing agreements, incorporating the
applicable SCCs as necessary, executed by Accenture at global

level with such third-party sub—processors

. For transfers of Client Personal Information out of countries

other than the FEEA, Switzerland and United Kingdom, the
parties will work together expeditiously and in good faith to
establish the appropriate
implemented, as required by Data Protection Law applicable to
the data controller.

transfer mechanism to be

Binding Corporate Rules for
the parties shall rely on such
Binding Corporate Rules for Processors to cover any cross-—
border transfer of Client Personal Information to Accenture

provided that Accenture: (i) maintains the applicable approval
of its Binding Corporate Rules for Processors for the duration
of the agreement with the Client; (ii) promptly notifies
Client of any subsequent material changes in the Binding

Accenture’ s
Processors are approved
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Corporate Rules for Processors or such approval; and (iii)
downstreams all of its applicable data protection obligations
under its Binding Corporate Rules for Processors to sub—
processors by entering into appropriate onward transfer
agreements with any such subprocessors

11.10. Any data transfer agreements (including but not limited to

any Standard Contractual Clauses approved by the competent
supervisory authorities), that the parties or their affiliates
may enter into in connection with the Services provided
pursuant to a Service Order or Order Form and the GTC will be
considered part of the respective Service Order, Order Form
and the GTC and, without prejudice to the rights of any data
subjects under any data transfer agreement, the liability
terms set forth in the GTC will apply to all claims arising
thereunder.

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

HAERAN ICESx, YT uk v — L O Y AR BRI
PRERETAZLICLY, U ut v — A ) REF— H R
BOTRTCELE oty h—IIRBIETAZ L,

11.10. P —EAEXLFEITEL T +— LB LUK GIC IZH-> TR S

NV —E 2B LT, YFEHFFIFTOESHENFEEIT 20
RO DT — X B (FEEEYRIC L VAR S - ER
REEE SN, ZHCRESNRY) . TR0 —E R E
WE ELT A — LB LUK GIC O—H e rir Siv., 7 — X Bii
FNCHES L T —F EROMEF 2B 5 Z L7, KR GIC ITHES
HEALSEN, TRICESWTAELLZTAToOFERICEHSND b
DL LET,

Page 9 of 23



Attachment A

Data Safeguards for Client Content

These data safeguards ( “Data Safeguards” ) set forth the security
framework that Client and Accenture will follow with respect to
protecting Client Content in connection with the relevant Service
Order or Order Form in place between the Parties. In the event of
Data Safeguards
conditions set forth in the relevant Service Order,
the GTC, the terms and conditions of these Data Safeguards shall

prevail.

a conflict between these and any terms and

Order Form or

Each Party will maintain and comply with
standards and procedures intended
to protect data within their own respective environments (e.g.,

I. Controlling Standards.
globally applicable policies,
facilities) and such policies will govern and

systems, networks

control in their respective environments. Accenture and Client
will comply with mutually agreed policies and standards, when
relevant to the agreed services, and when accessing or operating
within Client’ s or its Affiliate’ Each Party
will provide timely notice of any changes to such policies that
may materially degrade the security of the Services, after which
the Parties will equitably adjust the terms of the applicable
agreementas necessary to appropriately address risk. Each Party
will not use software or hardware that is past its End of Life
(EOL) in connection with the Services without a mutually agreed
risk management process for such items

II. Penetration Testing of Accenture Systems.

S environments.

will

s IT environments in accordance with Accenture’ s

1. Accenture perform annual penetration tests on

Accenture’
internal security policies and standard practices

with Client level

information related to such tests as conducted by Accenture

3. Accenture agrees to share summary

to the extent applicable to the Services

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

MEEA
BEEOa L FUYDT—FIR#E

INBHOT —FRERE (5 — 2R RE ) 13, Y FE R CRE S
BT A — AR E IR EICEE T ABREEDa LT YD
AT LT, BEELT 7B FaT BMEd Ex 2 VT 4 ORHE E
HHEHDTT, AR ITF—2#ERE] &, BEd 5 I—e 2L
E] . TEXT7+—A1  F703F T6IC) ICHRMENTWBEELMLE DM
IHEND DG X, R [F— X REHE] ORGUEZ2ELETLILOLE L
9,

) BHEHEE XUYFEHE ThThORE (VAT A, Xy NT—7,
Wigk 72 &) WOT —H B R#ETH-OICRKTFENTZ, T u— 1|2
WHIND e, &R, PR 2L, B@TFTob0E L, o
5HE. FNETNOREICBWNV TR L, BTS00 E LE
T, T7vrFaT7BLOBEKI ABELEY—EXICE#ET 5
e, BIOBERELIZZOHESHTOREICT 72X E 213
BT 2546, HAICEE LR U —BLOEELZEFTIHIHLO &
LET, EYEH X, AV—b20EXF2 VT2 ZLETFEH

LABEMED B DD R ) —DOEF ZWFIC@mT 260 & L,
ZO%, WMYEEIT, UV AZIZHETNTHLT D72 OICHEITIE T

T, ZUTHRNEMEENFICHETH DL LET, =
I, R —ve R 2BE#E L T, AL (EOL) 2@y 7 hoxT
FFNAN—RY 2T, ZOXIRMEBOY R ER o RO
WTHAEIZEBRTDZ <ALV DL LET,

I 778 FaTDVATLA~NDNARNL—Y g 0T A

R

2. T RLF 2T, T/ BV FaTHNOEFZUTF 4RY —
BLOBERENREBITICN ST, T2 F 270 ITBEEICHT 5
NR M=y a T AMNEBEERTIODOE LET,

4, TR FaTE, AP —CRICEAINASET, TV F
2 T EN L7 YRR T A E L L DR A B REE L 3t
HATHZLICRAEBETD LDELET,

Page 10 of 23



5. For clarity, as it relates to such penetration testing,
Client will not be entitled to (i) data or information of
other customers or clients of Accenture; (ii) test third
party IT environments except to the extent Accenture has the
right to allow such testing; (iii) any access to or testing
of shared service infrastructure or environments, or (iv)

any other Confidential Information of Accenture that is not

directly relevant to such tests and the Services

7. For any Accenture IT systems that are physically dedicated
to Client, the Parties may agree to separate, written testing

plans.
II. Remote Work. In addition to performing Services from Accenture
locations, Accenture personnel may perform the Services or any

portion of the Services remotely, provided that performing

remotely does not (i) adversely impact Accenture’ s ability to
perform its obligations under the relevant Servoce Order or
Order Form; or (ii) require any increase to the Fees

For Services provided on a remote basis, any contractual

requirements to provide physical and environmental security
controls (e.g., secure bays; security guards; CCTV) at the Accenture
service locations will not apply to remote work locations. In
addition, where Accenture personnel are required to access Client
systems from a remote work location, such access will only occur

using Accenture devices
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Iv.

Technical and Organizational Measures. Without limiting the
generality of the foregoing and subject to any other express
agreement between the Parties with respect to the Services as
set forth in the applicable Service Order or Order Form, the
Parties have implemented and will maintain appropriate technical
and organizational measures, internal controls, and information
security routines intended to protect Client Content in their
respective environments against accidental, unauthorized or
disclosure, alteration, loss, or destruction,
as set out below. To the extent the Client Content includes
the implementation of and compliance with these

measures and any additional security measures set out in the

unlawful access,
Personal Data,

relevant Service Order or Order Form are designed to provide an
appropriate level of security in respect of the processing of
the Client Personal Data

1. Organization of Information Security

a) Security Ownership. Each Party will appoint one or more

security officers responsible for coordinating and

monitoring the security rules and procedures

b) Security Roles and Responsibilities. Each Party’ s
personnel with access to Client Content will be subject
to confidentiality obligations

c) Risk Management Program. [Each Party will have a risk
management program in place to identify, assess and take
appropriate actions with respect to risks related to the
processing of the Client Content in connection with the
applicable Service Order or Order Form between the
Parties.

2. Asset Management

Each Party will maintain a complete
its infrastructure, network,
Each Party will
also maintain an inventory of all of its media on which

a) Asset Inventory.
asset inventory of

applications and cloud environments.
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Access to the inventories of
such media will be restricted to that Parties’
authorized in writing to have such access

Client Content is stored
personnel

b) Data Handling.

i. Classify Client Content to help identify such data
and to allow for access to it to be appropriately

Each Party will

restricted.

ii. Limit printing of Client Content from its systems to
what is minimally necessary to perform services and
have procedures for disposing of printed materials
that contain Client Content.

iii. Require its personnel to obtain appropriate
authorization prior to storing Client Content outside
of contractually approved locations and systems,
remotely accessing Client Content,

Client Content outside the Parties’

or processing
facilities

Human Resources Security

a) Security Training. Fach Party will

i. Inform 1its personnel about relevant security
procedures and their respective roles.

ii. Inform its personnel of possible consequences of
breaching the security rules and procedures

iii. Only use anonymous data in training.

Physical and Environmental Security

a) Physical Access to Facilities. Each Party will only
allow authorized individuals to access its facilities
where information systems that process Client Content
are located.

b) Physical Access to Components. Each Party will maintain

records of the incoming and outgoing media containing

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

7, ZOXIBERDOBEA~DOT VAL, EHEIZLDT
TR AT HMEREE 2 bW Y FHEEOHYEFICHIBEIND
HoOELET,

b. - F—X L, AYFEEHIL

i, ;b TF— &@%ﬁ%i%b MIND T —H~DT 7% A
ZEUNCHIRTE D X HIC, BEEOa T Y 208 T
HH0ELET,

ii. YRATADNLOREEOa T VYOHINE, —E 2%
T 27 DI E i/ NRO HDOIZHIBRE L, BERED 2
YT UV EETHIN EBEET A OO FIREEMT S b
DELET,

iii. T EARINTEEIB LR AT AU TRBEFED 2
T UV ERGFT DA, BEEO VT UVILERT 7k
AT 5. ETRIEMYEFEOmRN TRBEEOa T v
Y EABRT D55 1%, FANlCEY MR A S S L O WY
FHEONEBICEFTLIbDELET,

3.-ABEEXaVTg

a.— X2 VT 48ME, HUEEID

i, B ?5%&?%&0%%%%@&%LOVTEI®%¥
Blo@mtsbne LET,

ii. X2 U T4 HARFIEIGER L-GES. S0k o kiR
NIV DN EMERICEHNTLILDE LET,

iii. AHETIIEAT —FOLEZFEHTIHEDE LET,
4. - PEHOBLIUOREN X2V T 4

a—w“A®%ﬁm&7&tx BYEHIL, %E%@:y%

U H RS A ER AT ADRRBEB SN TWHMEHRIC, MR

%H&éht@k@ﬁ#?yﬁzfﬁéio_ﬁé%mkb
jzj—o

b. - EREE~DYET 7 & R, BUEEHIL, BEHEOa T
Y EETDIIRDEZEITOWT, RO, MR 26875

Page 13 of 23



Client Content, 1including the kind of media, the
authorized sender/recipients, date and time, the number
of media, and the types of Client Content they contain.

c¢) Component Disposal. Each Party will use industry
standard (e.g., ISO 27001, CIS Sans 20, and/or NIST
Cyber—Security Framework, as applicable) processes to
delete Client Content when it is no longer needed

5. Communications and Operations Management

a) Operational Policy. FEach Party will maintain security
documents describing its security measures and the
relevant procedures and responsibilities of its
personnel who have access to Client Content

b) Mobile Device Management (MDM)/Mobile Application
Management (MAM). Each Party will maintain a policy for
its mobile devices that:

i. Enforces device encryption.
ii. Prohibit use of blacklisted apps

iii. Prohibits enrollment of mobile devices that have been
“jail broken.”

c) Data Recovery Procedures. FEach Party will

i. Have specific data recovery procedures with respect
to its systems, in place designed to enable the
recovery of Client Content being maintained in its
systems.

ii. Review 1its data recovery procedures at least
annually.

iii. Log data restoration efforts with respect to its
systems, including the person responsible, the
description of the restored data and where
applicable, the person responsible and which data (if
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d)

e)

any) had to be input manually in the data recovery
process.

Malicious Software. FEach Party will have anti-—malware
controls to help avoid malicious software gaining
unauthorized access to Client Content, including

malicious software originating from public networks

Data Beyond Boundaries. Each Party will
i. Encrypt Client Content that it transmits over public

networks.

ii. Protect Client Content in media leaving its
facilities (e.g., through encryption)

iii. Implement automated tools where practicable to reduce

f)

the risks of misdirected email, letters, and / or
faxes from its systems.

Event Logging.

i. For its systems containing Client Content, each Party
will log events consistent with its stated policies
or standards

6. Access Control

a)

b)

Access Policy. Each Party will maintain a record of
security privileges of individuals having access to

Client Content via its systems.

Access Authorization. Each Party will

i. Maintain and update a record of personnel authorized
to access Client Content via its systems.

ii. When responsible for access provisioning, promptly
provision authentication credentials
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iv.

vi.

c) Least Privilege.

i.

ii.

iii.

iv.

Deactivate authentication credentials where such
credentials have not been used for a period of time
(such period of non-use not to exceed 90 days)

Deactivate authentication credentials upon
notification that access is no longer needed (e.g.
employee termination, project reassignment, etc.)

within two business days

Identify those personnel who may grant, alter or

cancel authorized access to data and resources.

Ensure that where more than one individual has access
to 1its systems containing Client Content, the
individuals have unique identifiers/log—ins (i.e.
no shared ids).

Each Party will

Only permit its technical support personnel to have
access to Client Content when needed

Maintain controls that enable emergency access to
productions systems via firefighter ids, temporary
ids or ids managed by a Privileged Access Management
(PAM) solution.

Restrict access to Client Content in its systems to
only those individuals who require such access to
perform their job function.

Limit access to Client Content in its systems to only
that data minimally necessary to perform the
services.

Support segregation of duties between its

environments so that no individual person has access
to perform tasks that create a security conflict of
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interest (e. g, developer/ reviewer,
developer/tester).

d) Integrity and Confidentiality. Fach Party will instruct
its personnel to disable administrative sessions when
leaving premises or when computers are otherwise left
unattended.

e) Authentication. Each Party will

i. Use industry standard (e.g., ISO 27001, CIS Sans 20,
and/or NIST Cyber-Security Framework, as applicable)
practices to identify and authenticate users who
attempt to access its information systems.

ii. Where authentication mechanisms are based on
passwords, require that the passwords are renewed
regularly.

iii. Where authentication mechanisms are based on
passwords, require the password to contain at least
eight characters and three of the following four
types of characters: numeric (0-9), lowercase (a-z),
uppercase (A-Z), special (e.g., !, *, & etc.).

iv. Ensure that de-activated or expired identifiers are
not granted to other individuals.

v. Monitor repeated attempts to gain access to its
information systems using an invalid password.

vi. Maintain industry standard (e.g., ISO 27001, CIS Sans
20, and/or NIST Cyber-Security Framework, as
applicable) procedures to deactivate passwords that
have been corrupted or inadvertently disclosed.

vii. Use industry standard (e.g., ISO 27001, CIS Sans 20,
and/or NIST Cyber—Security Framework, as applicable)
password protection practices, including practices
designed to maintain the confidentiality and
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integrity of passwords when they are assigned and
distributed, as well as during storage.

Multi Factor Authentication. FEach Party will implement
Multi-Factor Authentication for
remote access over virtual private network (VPN) to its
Client will enable Multi-Factor Authentication
in its Successfactors systems.

internal access and

systems.

7. Network and Application Design and Management. Each Party

will

a) Have controls to avoid individuals gaining unauthorized
access to Client Content in its systems.

b) Use email-based data loss prevention to monitor or
restrict movement of sensitive data.

c¢) Use network-based web filtering to prevent access to
unauthorized sites

d) Use firefighter IDs or temporary user IDs for production
access.

e) Use network intrusion detection and / or prevention in
its systems.

f) Use secure coding standards

g) Scan for and remediate OWASP vulnerabilities in its
systems.

h) To the extent technically possible, work together to

limit the ability of Accenture personnel to access non—
Client and non—Accenture environments from the Client
systems.

infrastructure,
application and cloud security configuration standards

Maintain up to date server, network,
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j) Scan their respective environments to ensure identified
configuration vulnerabilities have been remediated

8. Patch Management

a) FEach Party will have a patch management procedure that
deploys security patches for its systems used to process
Client Content that includes:

i. Defined time allowed to implement patches (not to
exceed 90 days for high or medium patches as defined
by the Party’ s respective standard); and

ii. Established process to handle emergency or critical
patches as soon as practicable

9. Workstations

a) FEach Party will implement controls for all workstations
it provides that are used in connection with service
delivery/receipt incorporating the following:

a. Software agent that manages overall

compliance of workstation and reports at a minimum
on a weekly basis to a central server

c. Encrypted hard drive

e. Patching process so that workstations are
patched within the documented patching schedule

g. Ability to prevent blacklisted software from
being installed

i. Antivirus with a minimum weekly scan

k. Firewalls installed

10. Information Security Breach Management

a) Security Breach Response Process. Each Party will
maintain a record of its own security breaches in its

ASWHCM-55DPT-Data Privacy Terms_all country — EN-JP-06-20

- BBOREE AXy L, FFE SN OMEIIVEME L S
NTWNWLZ EEERTLILDE LET,
8. - Ny FEH
a.- FUEEL, BEEOI LT YOMBRICHERT A A5 A
WX VT Ry FEEHT LIy TFEEFIEZEL, =
I I REENET,
i, NyFoEAHEAED L2 L (FYFEEOKMEITED
AEEIFITREDO R FIZONTIXI0 B EZBR 2V
k) (o]

ii. BAFEZEIEER Ny FE2A[RERIR Y OIS 5
TR AEMNLTDH L,

9.-U—J RF—T g v
a. — FYMEH L, OB L, — v A O8RM/ZE I B
LTHEHENDTRTOU—7 AT —3 g 0220 T, LU
TERMAIANVTEEREEGTHHDE LET,
b. U—J AT —v a0 ary 7o 47 v A%E
HL, bl bR RYy—N"—ZWETLH YT Y
=7 T—T xR,

d. et aniz/— R~ 47

f. U—J AT —v a N XE IRy Fi#E A
I a—= VNI FEZITRILD L HICT 57200
vyFWAT et A,

h. T T VANIBEEINTZ T N =2TOA
A N = EBh T Bk RE

J- BB 1Bl R ¥ v VIRNTEREZR T U F T A LA

1. T7AT U —ILORE

10. - B2V T BREEH

a.- X2 VT 4 BE~ORE TR, BUEEHIL, EXD
EA. B, EXORER. ENOWREELB I OHESL, 7

Page 19 of 23



the time
period, the consequences of the breach, the name of the
and the

systems with a description of the breach,
reporter, and to whom the breach was reported,
process for recovering data

b) Service Monitoring. Each Party’ s security personnel
will review their own logs as part of their security
breach response process to propose remediation efforts

if necessary.
11. Business Continuity Management

Each Party will have processes and programs that are aligned to ISO
22301 to enable recovery from events that impact its ability to
perform in accordance with the relevant Service Order or Order Form.

SUPPLEMENTARY MEASURES. In addition,
guidance following the European Court of Justice

in accordance with regulatory
“Schrems 11”7

Accenture further commits to maintaining the following

decision,
additional technical, organizational and legal/contractual measures

with respect to Client Content, including personal data
Technical Supplementary Measures:

1. The Client Content in transit between Accenture entities will
be strongly encrypted with encryption that:

a. is state of the art
b. secures the confidentiality for the required time period,

c. is implemented by properly maintained software,

d. is robust and provides protection against active and passive

attacks by public authorities, including crypto analysis, and
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e. does not contain back doors in hardware or software, unless
otherwise agreed with the applicable Client

2. The Client Content at rest and stored by any Accenture entities
will be strongly encrypted with encryption that:

a. is state of the art
b. secures the confidentiality for the required time period,
c. is implemented by properly maintained software,

d. is robust and provides protection against active and passive
attacks by public authorities, including crypto analysis, and

e. does not contain back doors in hardware or software, unless
otherwise agreed with the applicable Client

Organizational Supplementary Measures:

1. The Client Content transfer between Accenture entities and the
processing by any Accenture entities will be in accordance with:

a. Accenture’ s internal policies and procedures to manage
requests from public authorities to access personal data,

b. Accenture’ s internal data access and confidentiality
policies and procedures

c. Accenture’ s internal data minimization policies and
procedures, and

d. Accenture’ s internal data security and data privacy
policies and procedures

2. Accenture will maintain a documented log of requests for access
to personal data received from public authorities and the response
provided, along with the legal reasoning and the involved parties
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3. Accenture will regularly provide reports of public authority
requests for personal data, if any, to Accenture’ s Chief Compliance
Officer.

Legal/Contractual Supplementary Measures:

1. Accenture will maintain regularly updated assessment reports
with respect to the surveillance laws and privacy practices for the
countries in which Accenture processes Client Content where such
country 1is not formally recognized as providing a lever of
protection essentially similar to EU countries and will provide

copies of applicable reports to clients upon request.

2. The Accenture entity/s processing Client Content certify that

unless otherwise agreed with the applicable Client, (a) it has not
purposefully created back doors or similar programming that could
be used to access the system and/or personal data (b) it has not
purposefully created or changed its business processes in a manner
that facilitates access to personal data or systems, and (c) to the
best applicable
government policy does not require the Accenture entity to create

of Accenture’ s knowledge, national law or
or maintain back doors or to facilitate access to personal data or
systems or for the Accenture entity to be in possession or to hand
over the encryption key without a legally valid order and following

an appropriate legal review.

3. To the extent permitted under applicable law the Accenture
entity/s processing Client Content will
Government Requests relating to Personal Data that Accenture is
processing on behalf of the client. If, under applicable law,
Accenture is not permitted to inform the client of a Government
Request, Accenture will take reasonable steps to either (i) obtain
administrative or judicial leave to inform the client at the
(ii) that the
Government Authority directly informs the client
before the courts or in

inform the client of

earliest possible time or request respective

In any event,

Accenture will take reasonable steps
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administrative proceedings to challenge Government Requests it

deems unlawful.

4. Accenture will advise the applicable client of any change in
applicable law that would affect Accenture’ s ability to comply with
the data transfer mechanism relied on.

5. The Accenture entity/s processing Client Content will allow the
applicable client to verify if its personal data was disclosed to
public authorities via agreed audit procedures as set out in the
applicable client agreement

6. The Accenture entity/s processing Client Content will not engage
in any onward transfer of Client Content, or
without the
applicable client agreement or as otherwise required by law.

suspend ongoing

transfers, client’ s approval as required in the

7. Nothing herein shall prejudice the rights of the data subject
to recover damages from Accenture to the extent permitted by
applicable law in the event Accenture discloses Client Content
transferred in violation of its commitments contained under the

chosen transfer tool.
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