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Cybersecurity 
is a topic for 
each and every one of us

Intro

IT technologies and online connectivity help 
your company grow faster, manage it more 
efficiently, grow business and innovate the 
services and products offered. On the other 
hand, you also become more frequently a 
target of cyber attacks.

My name is Michal Merta, I'm from 
Accenture, and if I had to define a single 
threat that every company should fear, it 
would be a cyber threat.

Cybersecurity is a topic for each and every 
one of us

We live in the digital age and internet 
connection is actually a matter of course. 
Our dependence on the online world and its 
possibilities exposes us to considerable risk, 
which may, sooner or later, cause us to 
make a mistake that attackers will 
undoubtedly take advantage of.

At best, this mistake will only cost you a lot 
of money. In the worst case, your own 
privacy or the security of the company you 
work for will be compromised. This can 
result in reputational damage, loss of good 
standing, or loss of sensitive data. In 
extreme cases, it can be a threat to your 
own life.

From my more than fifteen years of 
experience, I can say that it doesn't matter if 
the attacker attacks you, your company, or 
it is a random attack.

The cyber attacker needs no reason

The thought that your company is 
uninteresting to attackers – or hackers – 
may be legitimate, but cyber security is not 
to be underestimated. In the vast majority of 
cases, coincidence is what often makes your 
company the target of a cyber attack.

My experience is that a company 
accidentally gets involved in an ongoing 
wave of cyber attacks. The result can be 
data loss or theft, line decommissioning, 
unavailability of critical applications or the 
theft of know-how. And from this purely 
random situation it takes a long time to 
recover.

At Accenture, we give our own cyber 
protection the highest possible priority. That 
is why we can effectively protect our clients.

A cyber threat takes many forms

Many of us imagine the attackers as 
organized groups with huge financial 
resources, even more computing power and 

the best hackers. On the other hand, there 
are individuals from the ranks of employees 
or clients who often make an unknowingly 
mistake and this, in combination with a 
digital virus or malware, can have fatal 
consequences.

Attacks can even be from individuals who 
just enjoy it. They want to prove something, 
tease someone, or just make some extra 
money. Their motivation is not great, but 
nevertheless the result of their activity is a 
big problem for the victims of the attack. 
The attack may also be driven by state-run 
organizations that use cyber attacks to 
address their international interests and 
political goals. Such attacks are often much 
more effective and cheaper than traditional 
military operations. Their targets also tend 
to be companies from the economic and 
industrial spheres.

The protection of critical infrastructure and 
the position of the state in the field of cyber 
security will increase significantly in the 
future. Digitalization, digital identity, online 
state administration systems – all this will 
need to be consistently secured to protect 
citizens, i.e. each of us.

I believe that you also perceive 
cybersecurity as an important topic 
concerning your business which must not 
be overlooked or taken lightly. That's why 
I'm offering you a helping hand and a 
partnership with Accenture.
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You won't even notice
a cyber attack…

Intro

In five years, your car, house, coffee maker, 
flower pot - just about everything will be 
online. And it will only be a matter of time 
before you too become the target of a cyber 
attack. I'm Michal Merta from Accenture, 
and I'm sure you've encountered a cyber 
attack. You just don't know about it.

What does a cyber attack look like?

A cyber attack is a long-term, carefully 
planned process that exploits vulnerabilities 
and a moment of surprise. After a successful 
initial breakthrough, the attack moves to the 
next phase, closer to the set goals - for 
example, to the domain administrator 
account.

The attacks that most of you have probably 
encountered are from the Ransomware 
family. It is a type of malicious program that 
encrypts your data so you can’t work with it. 
Hackers behind these attacks usually shut 
down systems and demand money or 
cryptocurrency in exchange for data 
recovery.

Ransomware as such is therefore very 
interesting in terms of monetization and is 
becoming big business for hackers. It is 
enough to find a weakness, which are 

usually trusted employees or users. All you 
have to do is open a dangerous link in your 
email or on social networks and you have a 
problem.

Who is behind the cyber attacks?

Attackers are usually not the ones who 
embezzle your data. They are traded on 
black markets, so-called dark nets. The 
volume of transactions there is growing 
dangerously, attracting more and more 
individuals and organized groups.

And because it is often cheaper for the 
victim to pay a ransom than to risk losing or 
publishing data, this whole black market is 
incentivized and cybercrime is growing at 
an alarming rate.

Of course, the unlimited availability of a 
huge number of tools, training materials and 
online documentation is also a problem, 
which can turn almost any English-speaking 
individual into a potential cyber threat.

Every attack is something new

The failure of the human factor is not always 
behind a cyber attack. Attackers are actively 
looking for vulnerabilities not only in 
applications but also on any device 
connected to the network. We have 

experience with all this and, here at 
Accenture, we can help you.

There are mechanisms that can detect or 
even stop the attacker, or predict the attack 
itself. Defence mechanisms include, for 
example, functional SIEM solutions, 
simulation of attacks, threat hunting, 
administration of privileged accounts or 
secure application development.

However, be aware that if you are a target to 
an attacker, he will try techniques for which 
even your existing security may not be 
enough, and which may not be known to the 
defence teams. Particularly organized 
groups tend to have experts in the 
development of zero day exploits or 
specialists in phishing and vishing.

That's why we've built the Cyber Fusion 
Centre including leading experts in security. 
Thanks to them, you will be able to pay 
more attention to your business and less to 
its protection. Because at Accenture we 
take care of security.
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Trends in protection
against cyber attacks

Trends in protection against cyber attacks

Five years ago, a unique Cyber Fusion 
Centre was established in the Czech 
Republic, in which experts from more than 
30 nationalities work with different fields of 
expertise. They provide cybersecurity 
services to clients around the world.

We simulate real attacks on applications, 
infrastructure, machines, or the company as 
a whole using sophisticated scenarios. We 
help clients discover weaknesses in their 
security and propose solutions to all their 
deficiencies.

In addition to protection against attacks, we 
also help with the management of privileged 
accounts or, for example, with cloud 
security. We have our own 24/7 monitoring 
centre, which immediately detects and 
responds to incidents threatening the 
security of clients.

Prevention of attacks

Our primary task is to convince you, and 
everyone else, that cybersecurity must be 
seen as an integral part of business. Just as 
important as the accounting department.

It is difficult to help clients who are not 
aware of this, because they are primarily the 

ones responsible for the secure handling of 
their employees and customers' data. We 
will provide them with tools and expert 
advice.

Whether the client decides to outsource 
their security or build their own security 
team, in both cases, Accenture is ready to 
deliver an end-to-end solution. There are 
also cases where we provide the services of 
a control mechanism that keeps the security 
activity on the client's side constantly alert. 
And it doesn't matter if they are clients from 
the products industry or banks.

The client (company) must determine what 
security means to them and how it needs to 
be set up so that his business is safe, 
resilient, and ready for possible cyber 
attacks. We can provide very good advice in 
this regard, because within Accenture we 
follow trends in all industries across 
continents.

We have our own Threat Intelligence team, a 
kind of secret service of the commercial 
online world. Teams of experienced analysts 
monitor ongoing attacks, have an overview 
of what is being sold on various "darknet" 
servers, and evaluate and then share 
potential threats and targets of hacker 
attacks with us.

Thanks to us, the client gains a competitive 
advantage and is one step ahead. Prediction 
of a possible attack is very important for the 
appropriate setting of security mechanisms.

Response to attack and handling 
consequences

However, cyber attacks are not always 
preventable. It is well known that the 
weakest link is the human factor, which fails 
sooner or later. Once the attack is carried 
out, it is necessary to react as quickly as 
possible and so as to cause as little damage 
as possible.

For example, if a production line is taken out 
of service. Re-launching it as soon as 
possible is a key task for which the company 
must be prepared, without the attacker 
himself being involved in this remedy, for 
example by payment of a ransom.

Shutdown of an attacked production line 
means a production interruption for several 
weeks for a poorly secured company, which 
not only results in fatal financial 
consequences, but can also significantly 
damage to the company's reputation.

We see into the future and we can prepare 
you for it. In this regard I can offer you a 
helping hand and a partnership with 
Accenture.
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From my more than fifteen years of 
experience, I can say that it doesn't matter if 
the attacker attacks you, your company, or 
it is a random attack.

The cyber attacker needs no reason

The thought that your company is 
uninteresting to attackers – or hackers – 
may be legitimate, but cyber security is not 
to be underestimated. In the vast majority of 
cases, coincidence is what often makes your 
company the target of a cyber attack.

My experience is that a company 
accidentally gets involved in an ongoing 
wave of cyber attacks. The result can be 
data loss or theft, line decommissioning, 
unavailability of critical applications or the 
theft of know-how. And from this purely 
random situation it takes a long time to 
recover.

At Accenture, we give our own cyber 
protection the highest possible priority. That 
is why we can effectively protect our clients.

A cyber threat takes many forms

Many of us imagine the attackers as 
organized groups with huge financial 
resources, even more computing power and 

the best hackers. On the other hand, there 
are individuals from the ranks of employees 
or clients who often make an unknowingly 
mistake and this, in combination with a 
digital virus or malware, can have fatal 
consequences.

Attacks can even be from individuals who 
just enjoy it. They want to prove something, 
tease someone, or just make some extra 
money. Their motivation is not great, but 
nevertheless the result of their activity is a 
big problem for the victims of the attack. 
The attack may also be driven by state-run 
organizations that use cyber attacks to 
address their international interests and 
political goals. Such attacks are often much 
more effective and cheaper than traditional 
military operations. Their targets also tend 
to be companies from the economic and 
industrial spheres.

The protection of critical infrastructure and 
the position of the state in the field of cyber 
security will increase significantly in the 
future. Digitalization, digital identity, online 
state administration systems – all this will 
need to be consistently secured to protect 
citizens, i.e. each of us.

I believe that you also perceive 
cybersecurity as an important topic 
concerning your business which must not 
be overlooked or taken lightly. That's why 
I'm offering you a helping hand and a 
partnership with Accenture.
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usually trusted employees or users. All you 
have to do is open a dangerous link in your 
email or on social networks and you have a 
problem.

Who is behind the cyber attacks?

Attackers are usually not the ones who 
embezzle your data. They are traded on 
black markets, so-called dark nets. The 
volume of transactions there is growing 
dangerously, attracting more and more 
individuals and organized groups.

And because it is often cheaper for the 
victim to pay a ransom than to risk losing or 
publishing data, this whole black market is 
incentivized and cybercrime is growing at 
an alarming rate.

Of course, the unlimited availability of a 
huge number of tools, training materials and 
online documentation is also a problem, 
which can turn almost any English-speaking 
individual into a potential cyber threat.

Every attack is something new

The failure of the human factor is not always 
behind a cyber attack. Attackers are actively 
looking for vulnerabilities not only in 
applications but also on any device 
connected to the network. We have 

experience with all this and, here at 
Accenture, we can help you.

There are mechanisms that can detect or 
even stop the attacker, or predict the attack 
itself. Defence mechanisms include, for 
example, functional SIEM solutions, 
simulation of attacks, threat hunting, 
administration of privileged accounts or 
secure application development.

However, be aware that if you are a target to 
an attacker, he will try techniques for which 
even your existing security may not be 
enough, and which may not be known to the 
defence teams. Particularly organized 
groups tend to have experts in the 
development of zero day exploits or 
specialists in phishing and vishing.

That's why we've built the Cyber Fusion 
Centre including leading experts in security. 
Thanks to them, you will be able to pay 
more attention to your business and less to 
its protection. Because at Accenture we 
take care of security.

Copyright © 2022 Accenture
All rights reserved.

Accenture and its logo
are registered trademarks
of Accenture.

ones responsible for the secure handling of 
their employees and customers' data. We 
will provide them with tools and expert 
advice.

Whether the client decides to outsource 
their security or build their own security 
team, in both cases, Accenture is ready to 
deliver an end-to-end solution. There are 
also cases where we provide the services of 
a control mechanism that keeps the security 
activity on the client's side constantly alert. 
And it doesn't matter if they are clients from 
the products industry or banks.

The client (company) must determine what 
security means to them and how it needs to 
be set up so that his business is safe, 
resilient, and ready for possible cyber 
attacks. We can provide very good advice in 
this regard, because within Accenture we 
follow trends in all industries across 
continents.

We have our own Threat Intelligence team, a 
kind of secret service of the commercial 
online world. Teams of experienced analysts 
monitor ongoing attacks, have an overview 
of what is being sold on various "darknet" 
servers, and evaluate and then share 
potential threats and targets of hacker 
attacks with us.

Thanks to us, the client gains a competitive 
advantage and is one step ahead. Prediction 
of a possible attack is very important for the 
appropriate setting of security mechanisms.

Response to attack and handling 
consequences

However, cyber attacks are not always 
preventable. It is well known that the 
weakest link is the human factor, which fails 
sooner or later. Once the attack is carried 
out, it is necessary to react as quickly as 
possible and so as to cause as little damage 
as possible.

For example, if a production line is taken out 
of service. Re-launching it as soon as 
possible is a key task for which the company 
must be prepared, without the attacker 
himself being involved in this remedy, for 
example by payment of a ransom.

Shutdown of an attacked production line 
means a production interruption for several 
weeks for a poorly secured company, which 
not only results in fatal financial 
consequences, but can also significantly 
damage to the company's reputation.

We see into the future and we can prepare 
you for it. In this regard I can offer you a 
helping hand and a partnership with 
Accenture.


