UNLOCKING
INFINITE VALUE

BLOCKCHAIN IN COLLATERAL MANAGEMENT

FS

PERSPECTIVES

What is blockchain in the collateral
management context?

05

How can blockchain benefit
collateral management?

09

What is the impact of blockchain on
collateral management?

10

12

What are the roadblocks in the
implementation of blockchain?

13

Which DLT platforms are
available for collateral
management?

16

17

2

BLOCKCHAIN HAS
THE POWER TO
REVOLUTIONISE
INDUSTRIES—even
more than what the
Internet did.
Why then, is the
financial world unable
to fully unlock the
transformative power
of this technology?

Is there a formula for
success in implementing
blockchain?

Why Accenture?
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WHAT IS BLOCKCHAIN?

Blockchain can unlock
immense value

Blockchain—a catchall phrase for distributed
ledger technology (DLT)—is a new type of
database system that enables multiple parties
to share access to the same data, at virtually
the same time, with an unprecedented level of
confidence.

The value created by this market disruptor, providing robust and secure
solutions that minimise risk exposures, is almost limitless. And, thanks
to the popularity of cryptocurrencies, the banking and financial services
sector has been one of the earliest adopters of blockchain. Consider this:
an estimated US$75 million was invested in blockchain efforts specific
to capital markets in 2015, a 150 percent increase from US$30 million in
2014.1 By 2020, Accenture estimates, US$600 million of investments in
blockchain and related technology initiatives.

It uses cryptography and a distributed
messaging protocol to create shared ledgers
among counterparties. Unlike traditional
ledgers in banks, which use central authorities
to manage transactions (see Figure 1),
distributed ledgers built on blockchains
validate transactions through a protocol
managed by the user community via a
consensus mechanism (see Figure 2).2 This
decentralised approach changes the power
dynamic within the financial system, shifting
power from institutions to users.

Despite spending such large sums of money on blockchain, investment
banks and other capital markets firms have not yet been able to fully
unlock the transformative power of this technology.
Accenture answers a few imperative questions that could
help pave the way to faster adaptability of blockchain in
collateral management.

What is
blockchain in
the collateral
management
context?
BUYER
FIRM
BROKER
CLEARING
HOUSE

TECHNOLOGY

DESCRIPTION

GOVERNANCE

Blockchain

The blockchain is a
secure transaction
ledger that is
shared by all parties
participating in
an established,
distributed network
of computers.

• Provides
unprecedented
levels of
transparency
• No need for any
single, central
authority

CUSTODIAN

BENEFITS

ULTIMATE
LEDGER

• Forensic
traceability
GENERAL
LEDGER

• Participants in a
transaction must
sign with a private
encryption key

CUSTODIAN
CLEARING
HOUSE

• Self-reconciling
ledger
• Single source for
‘true data’

BROKER
FIRM
BUYER

Figure 1: Capital
markets today
1 https://www.accenture.com/in-en/service-blockchain-capital-markets
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Asset transfers can be facilitated without
third-party intermediaries with the use
of ‘smart contracts’—programmed code
that replicates conventional commercial
agreements by digitising business transactions
between parties and validating them through
a blockchain. Practically speaking, this
means blockchain-enabled networks have
the potential to increase trading efficiency,
improve regulatory control and eliminate
unnecessary intermediaries.

Figure 2: Capital
markets in 2025

2 https://www.accenture.com/t20160608T052656Z__w__/in-en/_acnmedia/PDF-5/Accenture-2016-Top-10Challenges-04-Blockchain-Technology.pdf
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WHAT DIFFERENTIATES BLOCKCHAIN
FROM OTHER TECHNOLOGIES?

HOW IS BLOCKCHAIN BEING USED IN
THE FINANCIAL SERVICES SECTOR?

Blockchain has a fundamentally different
set up than traditional technologies in
the capital markets environment. It was
designed to allow participants to trust the
blockchain network itself via a consensus
mechanism, which means there is no
traditional governance assumed as the
maintenance of the ledger is performed
by a network of communicating nodes
running dedicated software.

A distributed ledger, shared and validated realtime between the capital markets participants,
promises to address existing pain points in the
current banking landscape by:

There are many possible applications of blockchain in financial services. For
examples, use cases in testing mode include Know Your Customer (KYC)/
anti-money laundering (AML) data sharing, trade surveillance, regulatory
reporting, collateral management, trading, settlement and clearing.

• Supplanting major middle- and back-office
functions.

Today, many capital market players are using blockchain or planning its
implementation. Here are a few example:

• Introducing unprecedented cohesion to
internal bookkeeping processes.

• NASDAQ launched Linq, a blockchain solution for the issuance, tracking
and trading of private equity assets.3

• Showing a record of consensus with a
cryptographic audit trail of transactions.

• The Australian Securities Exchange (ASX) is considering blockchain
technology to replace its current clearing and settlement system.

• Creating near real-time settlement.

• The Depository Trust and Clearing Corporation (DTCC), after successfully
testing blockchain technology on trading swaps with four banks earlier in
2016, is currently focused on other asset classes.

The cryptographic distributed ledger
is replicated among the participants
in a peer-to-peer network, which does
not rely on a third party and leaves a
cryptographically auditable trail. The
blockchain concept removes the thirdparty intermediary holding custody on the
asset rights as that is managed by ‘smart
contracts’, which execute themselves
meeting pre-defined conditions.

• Strengthening risk management through
stronger auditability and counterparty ties.

WHAT IS COLLATERAL MANAGEMENT?
The total value of securities being used as collateral in the financial system
worldwide is estimated to be approximately US$12.2 trillion4 (or €10 trillion)
excluding cash5. Collateral is used for different purposes such as:
• Over-the-Counter (OTC) derivatives margins.
• Secured funding with market counterparties and central banks.

TECHNOLOGY

DESCRIPTION

GOVERNANCE

Smart contracts

The facilitation,
verification, or
enforcement of
the performance
or negotiation
of a contract by
computer protocols
that makes a
contractual clause
unnecessary.

• Rules for
exchanges
of value are
designed-in (with
self-reconciling
features)
• Can be selfexecuting and/or
self-enforcing

BENEFITS
Removes the need
for a trusted third
party to act as
a governance/
enforcement body

• Trading with central counterparties.
• Settlement
Traditionally, financial institutions viewed
collateral management as a reactive
function. One that was positioned at the
end of the trading cycle, and performed
within a back-office function restricted to
the processing of collateral movements and
negotiation of related legal agreements.
However, the recent financial crisis, with
its origins in a severe liquidity crunch, has
dramatically changed the perception and
importance of collateral management.

Today, regulators are looking to enhance
prudential supervision by addressing more
rigorous capital and liquidity adequacy
standards, while credit institutions are
exploring ways to improve the quality of
their asset base—both to reduce credit
and counterparty risk, and to improve their
liquidity profile.

3 https://www.accenture.com/us-en/insight-investment-bank-challenge-10-distributed-ledgers?src=SOMS
4 OANDA Corporation; currency exchange rate of 1 Euro equals 1.22 dollars as on March 1, 2018
5 http://www.clearstream.com/blob/10620/e5bf3b589c8f3ff6afd19166f9d53d3b/accenture-collateral-report-pdf-data.pdf
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WHY IS BLOCKCHAIN GAINING
IMPORTANCE IN COLLATERAL
MANAGEMENT?
With increasing market competition and
regulatory pressures in the financial
services, the importance of effective
collateral management is being felt
more than ever. Regulations such as
EMIR, Basel III and Dodd-Frank are driving
the need for adequately covering exposures
with high-quality collateral. In Europe
alone, it is estimated that banks had an
aggregate shortfall of stable funding of
US$33.7 billion6 (€27.6 billion) to fully
comply with the additional liquidity
requirements of Basel III.7 And, in the
derivates market, according to a study by
DTCC, margin call activity may rise as much

as 1,000 percent due to new regulatory
reforms in the OTC derivatives market and
changes in the ISDA’s guidelines for capital
requirements8.
This calls for an urgent need to expand
and increase the ‘visibility’ of available and
existing collateral. And, blockchain has
the potential to deliver built-in solutions to
many historical challenges of governance—
transparency, a guarantee that records have
not been changed (immutable) and the
ability to operate in a distributed fashion.

How can blockchain benefit
collateral management?
TANGIBLE AND
INTANGIBLE BENEFITS
Transferring bilateral collateral agreements
to a digital memory that calculates its
value and enables a confidential exchange
of data—at the click of a button—has the
potential to reform the traditional systems
and structures.
Provides a single version of truth: The
immutable smart contracts provided by
blockchain help create an irrefutable
single version of data and offer superior
transparency. Blockchain also helps reduce
the resources spent on reconciliations
Reduces operational costs: DLT’s
consensus model to register transactions
helps eliminate the need for multiple
messages between participants. This has
the potential to reduce operational costs
in managing collateral. Additionally, if the
firms align their processes for corporate
actions to smart contracts, it would
decrease the traffic further.

Increases visibility of available collateral:
The firms’ ability to offer maximum
utilisation of the collateral has become
a key differentiator of business. An
Accenture-Clearstream study estimates
the value of idle collateral in financial
institutions at more than US$4.8 billion9
(or €4 billion) a year10. By increasing the
visibility of the available collateral and
reducing the transfer time, blockchain
provides greater mobility of assets at
lower costs.
To summarise, blockchain can:
• Reduce back-end functions, saving costs
and enhancing efficiency.
• Eliminate manual errors and associated
risks, building confidence in market.
• Empower trade through precise valuation
of existing assets electronically, adding to
the ease of doing business.
• Reduce the need for dispute management
and reconciliation, facilitating quick
settlement time.

A recent study by Accenture and McLagan, a business
unit of Aon plc, estimates that the average operational
cost saving potential of full-scale blockchain adoption
across eight of the largest global investment banks could
be in the range of 30 percent or more per institution.

6 OANDA Corporation; currency exchange rate of 1 Euro equals 1.22 dollars as on March 1, 2018
7 https://www.bis.org/bcbs/publ/d426.pdf
8 https://www.google.co.in/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjVsN66w8bYAhUfSo8
KHZiOBX8QFggmMAA&url=http%3A%2F%2Fwww.dtcc.com%2F~%2Fmedia%2FFiles%2FDownloads%2FSettlement-AssetServices
%2FCollateral%2520Management%2FMargin%2520Transit%2520Brochure.pdf&usg=AOvVaw3azLiJWeIcDt7ILqhFVmew
8

9 OANDA Corporation; currency exchange rate of 1 Euro equals 1.22 dollars as on March 1, 2018
10 http://www.clearstream.com/clearstream-en/products-and-services/global-securities-financing/global-liquidity-hub-icsdservices/triparty-collateral-services---cmax-
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PRODUCT, PEOPLE AND
PROCESSES

BUSINESS
PROCESS

IMPACT OF
BLOCKCHAIN

Blockchain is likely to have a three-tiered
impact on collateral management:

Account
structure
maintenance

Abandon traditional account structures

Clearing and
settlement
process

Consensual settlements with visible assets

Handling
corporate
actions/
functions

Builds progressive smart contracts

Reconciliation
and Reporting

Eliminates the emphasis on reconciliation

Impact on the IT landscape
In the last decade, many firms have made
efforts to consolidate their fragmented
databases, creating a ‘centralised’ network
with nearshore and offshore backups.

What is the
impact of
blockchain
on collateral
management?

The real innovation with blockchain though
is that no single organisation owns the
blockchain— it is distributed across a
peer-to-peer network, with redundancies
in the blocks and consensus mechanisms
to ensure that no one can manipulate
the transactions. However, integrating
blockchain in the current framework will
require a multiphase implementation. Firms
will also have to maintain two sets of IT
systems during transition, thereby leading
to high costs during the initial setup.
Impact on the role of custodians
Digitalising assets means a shift in the
way assets are secured and with that, an
evolution in the role of the custodians and
depository participants (DPs). Apart from
posting transactions on the blockchain
network, they will now need to validate
these transactions in the new IT landscape.
Therefore, from being the custodians of
clients’ assets, their role will evolve to
custodians of clients’ digital keys.
Impact on collateral management
processes
The traditional system of collateral
management will perhaps be the most
impacted structure. Implementing
blockchain will demand changes in the
account maintenance structure, the
settlement process, handling of
corporate functions as well as
reconciliation and reporting.

LEVEL OF
IMPACT

Custodians and DPs will have to abandon the
traditional omnibus account structures and
maintain segregated accounts for clients/
assets that will be protected through highly
secured digital keys in blockchain.

When the settlement is performed through
a consensus approach, the holdings in
blockchain are instantaneously cleared and
settled. Therefore, the ledger reflects accurate
data—at any given point of time—and is
accessible to all participants, facilitating
increased visibility and faster collateral
movement. This is especially beneficial for
global custodians such as investment banks
operating in different time zones.

While adopting blockchain for a specific
function such as collateral management,
evaluating corporate functions is essential,
especially during the transition period. While
custodians may have adopted blockchain,
the central securities depositories (CSDs)
or registrars organising corporate functions
may yet have to adopt, leaving room for
discrepancy. Firms must have a progressive
list of smart contracts that strengthen the
flexibility and resilience of the system.

Many firms have invested in Robotic Process
Automation (RPAs)11, especially in the areas of
reconciliation and reporting, to reduce time
and cost involved in the day-to-day manual
activities. Blockchain eliminates the emphasis
on reconciliation as all parties have access to
the same data. Blockchain offers immutability
of the data, complete transparency and
auditability of the transaction history.

11 Robotic Process Automation (RPA) is the digitalisation of labour-intensive processes through machine intelligence.
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What are the roadblocks in the
implementation of blockchain?

Which DLT platforms are
available for collateral
management?

Although significant benefits are envisaged in the collateral
management landscape, blockchain is weighed down by
many challenges. Before implementing blockchain, firms must
understand what it means to adapt and implement blockchain.

What is the
VALUE IT
CREATES?
IMPROVES
EFFICIENCY
in managing
margin calls.

What is
WEIGHING
IT DOWN?

ASSET DIGITALISATION
without losing the
custody of the assets.

INCREASED VISIBILITY
to the available collateral
across parties.

INCREASED INVESTMENTS
due to duplication of IT
infrastructure in the initial
phase while onboarding all
clients in blockchain at the
same time.

SCALABILITY
OF PLATFORM
continues to be a
problem among all
early adopters of
the technology.

PROTECTING SENSITIVE
INFORMATION
despite the provision
for establishing permissioned
access. Some firms hesitate
to transmit sensitive information
over a public network.

LACK OF PROVISION
FOR DATA ADJUSTMENT
and retrospective correction.

ELIMINATES DISPUTE
MANAGEMENT
in margin calls.
ELIMINATES THE NEED
FOR RECONCILIATION
by providing high level
of transparency.
FASTER SETTLEMENT
at no cost by eliminating the
need for dedicated third-party
networks such as SWIFT.
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HYPERLEDGER AND CORDA—
A SYNOPSIS OF THE TWO
Once the decision has been made to go ahead with a DLT, the next
important step is choosing the appropriate target platform—which is key
to transforming businesses.
CORDA, THE FLAGSHIP PRODUCT OF R3
Corda is a DLT platform designed for use in
regulated financial institutions. It is inspired
by blockchain systems, and is designed for
recording, managing and synchronising
commercial agreements between known
and identified parties at scale without
compromising privacy.
Corda distributes the ledger based on a
need-to-know basis instead of a global
broadcast, similar to a peer-to-peer model.
Corda’s Unspent Transaction Output model
creates an immutable lineage chain of
transaction states (history), by referencing
one or more inbound transaction by its hash
for every outgoing transaction.

HYPERLEDGER, LAUNCHED BY THE LINUX
FOUNDATION
Hyperledger Fabric is a platform for
distributed ledger solutions, underpinned
by a modular architecture aimed to deliver
high degrees of confidentiality, resilience,
flexibility and scalability. It is intended to
allow for pluggable executions of various
parts and suits the multifaceted nature and
complexities that exist across the economic
ecosystem.
Hyperledger Fabric offers the capability
to create channels, enabling a gathering
of participants to share a ledger of
transactions that are only privy to these
participants. This allows isolation of
confidential data and ensures the shared
ledger is accessible only among the needto-know participants.

INCREASED
INVESTMENTS
due to high cost for
initial set-up.

LACK OF EASE
in handling
ineligible assets
if an asset is suspended
or if a client is declared
bankrupt. Reversal of the
transaction is cumbersome.
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HYPERLEDGER OR CORDA—HOW TO
CHOOSE BETWEEN THESE TWO DLTs?

Here’s a quick look at the similarities and differences that could help in choosing
the right platform:

Both Hyperledger and Corda platforms have unique features suitable
for different business needs. While Hyperledger provides a wider range
of offerings through its multiple frameworks on blockchain, Corda
is more customised to the needs of the financial services. Corda’s
consensus algorithm addresses the ongoing debate on blockchain’s
operational costs and sustainability due to its high energy consumption;
Hyperledger, on the other hand, continues to provide higher flexibility
via pluggable consensus algorithms.

Permissioned
platforms
Independent
of
cryptocurrency

Hyperledger and Corda both are:

CORDA

HYPERLEDGER

SIMILARITIES AND DIFFERENCES BETWEEN
HYPERLEDGER AND CORDA

Permissioned platforms12: Data can be
viewed or accessed only with permission.
Independent of cryptocurrency: Do not
offer native cryptocurrency, which can be
used for payments.

To sum it up, depending upon the scale and volume of transactions,
Corda would be apt for small- and mid-level markets while Hyperledger
fits the bill for larger markets.

DIFFERENCES
HYPERLEDGER

R3 CORDA

•

Hyperledger is a traditional permissioned
blockchain platform.

•

•

Hyperledger offers a range of business
blockchain frameworks such as Fabric
and Sawtooth.

Corda is a distributed ledger platform
in which data is shared only within
the parties who have the required
permissions.

•

Transactions are registered ‘on-ledger’13
only if it is unique and validated by
permissioned parties. Corda does not
require mining-style consensus or proof
of work.

•

In Corda, transactions are validated only
by the related parties who are related to
the transaction and have the permission
to transact.

•

Corda is designed specifically for
financial services.

•

Corda’s CorDapps, supports JVM
smart contracts.

•

Hyperledger is pluggable, that is firms
implementing it can select the consensus
algorithm of their choice.

•

In Hyperledger, transactions are validated
by ‘validating peers’.14

•

Hyperledger offers blockchain frameworks
for various industries including finance,
healthcare and supply chain.

•

Hyperledger’s Chaincode, supports smart
contracts that are written in Go or Java.

12 When the information in the blockchain is freely available for all the nodes, it is called a public blockchain or permission-less
blockchain. When the information is not freely available and if the nodes require certain privileges to access the information, it is
known as a permissioned blockchain.
13 Data held in the ledger of all permissioned parties for the transaction in question.
14 A validating peer is a node on the network responsible for running consensus, validating transactions and maintaining the ledger.
14
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Is there a formula for success in
implementing blockchain?
Before implementing blockchain, firms must understand that there are
prerequisites to each step of implementation, which can determine its
success. Here is a plan listing down key aspects for consideration on the
journey to successful implementation.

ROAD MAP TO IMPLEMENTING BLOCKCHAIN
REGULATORY
ACCEPTANCE

IMPLEMENTATION
PARAMETERS

COUNTERPARTY
ACCEPTANCE
DIGITALISATION
OF ASSETS

RIGHT
INFRASTRUCTURE

STANDARDISATION
OF ASSET
VALUATION

RIGHT
PARTNERS
RIGHT
APPROACH

• Strategically
choose cases
or functions
to implement
blockchain.
• Set a road map,
draw a plan and
chalk out timelines
for a multiphase
implementation.
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• Identify and
choose the
right partner
or vendor
with a proven
track record of
innovation.

• Create a
scalable and
dependable
infrastructure
network with
stringent
protocols for
security and
vulnerability
check-ups.

• Establish
an agreeable
standard for asset
valuation across
currencies and
markets.

• Create a
consensus
among all
• Prepare
participants in
to transact,
the choice of
register and
the platform,
validate new
timelines for
issues (such as implementation,
IPOs and FPOs) roles and
like any other
responsibilities
transaction.

• Work closely
with regulatory
authorities as
regulations
and guidelines
to govern
blockchain
implementations
are still evolving.

Why
Accenture?
More than 20
blockchain projects
delivered globally

Currently active in more
than 50 blockchain
engagements

5 patents to credit in the
blockchain technology

2 patents for blockchain
technology submitted
and 2 others underway

Accenture is a
proven partner for
delivering solutions for
integrating blockchain
technology.

• Set common
standards
for dispute
eradication;
widen the scope
for acceptable
asset classes.

KEY ASPECTS TO CONSIDER
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Accenture’s blockchain practice brings together global
resources from the company’s consulting, strategy,
digital, technology and operations services.
EXPERTISE
Industry experience
• Deep industry knowledge to lead use case definition and exploration
• Actively working with Global 2000 clients to enable/solve use cases
using leading blockchain use-cases
• Create an ecosystem to assess the adoption of the technology and
help clients scale through strategy, proof of concepts, piloting and
enterprise rollout

Thought leadership

Our Contacts
KIRTHIK RAJ SEKAR
Team Lead – Capital Markets Industry Practice
Advanced Technology Centers in India
kirthik.sekar@accenture.com

ARJAN BLOEMER
Managing Director – Technology Advisory, Financial Services
Accenture in Australia
arjan.bloemer@accenture.com

• PoVs on various use cases exploring the transformational aspects
of blockchain
• Founding member of The Hyperledger Project--a collaboration to
create advanced blockchain technologies

PARTNERSHIPS
Start-up alliances
• Open innovation process to partner with leading startups
• Alliances with leading blockchain startups such as Ripple and DAH
• Working with a number of startup companies in our tech labs

Innovation accelerators
• Access to 35+ blockchain startups in a sandbox environment via
Microsoft Blockchain-as-a-Service on the Azure cloud platform
• Blockchain innovation accelerator service to partner with clients to
explore high priority use cases

TECHNOLOGY
Tech labs
• Internal blockchain innovation lab focussed on R&D activities
• Leading start-up solutions on client-priority use cases

Prototypes
• Cross border payments
• P2P payments
• Energy market place
• Atomic transaction
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About
Accenture
Accenture is a leading global professional services
company, providing a broad range of services and
solutions in strategy, consulting, digital, technology
and operations. Combining unmatched experience and
specialised skills across more than 40 industries and all
business functions—underpinned by the world’s largest
delivery network—Accenture works at the intersection
of business and technology to help clients improve
their performance and create sustainable value for their
stakeholders. With more than 435,000 people serving
clients in more than 120 countries, Accenture drives
innovation to improve the way the world works and lives.
Visit us at www.accenture.com.
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