MANAGE RISK IN THE
LEGAL DEPARTMENT

Legal departments in financial institutions face a unique set of
challenges in managing the risks associated with their use of outside
counsel and other third-party vendors. Legal vendors, outside
counsel included, are both costly and tend to work with sensitive
client data. These third-party relationships present significant
regulatory and reputational risks for financial services firms and
create an increased need to design, implement and continually
improve the legal third‑party risk management structure.

The demand to secure customer personal
information and client data is being driven
both by clients and regulators. Financial
services firms often need to share sensitive
client data, firm data, and non-public
market moving data (that is, data related
to a merger, acquisition or initial public
offering) with legal institutions as part
of the work being conducted by outside
counsel. While the storage of this data
itself creates a demand for third‑party
controls, the need for data security
controls is greater because law firms tend
to be larger targets for cyber‑attacks and
often do not have the defenses in place to
protect themselves and secure the data.

As an example, law firms that engage in
merger and acquisition (M&A) activity will
often be in possession of client data for
an as-yet unannounced corporate event.
The presence of client data within the law
firm’s systems could signal a corporate
acquisition or sale. Nefarious actors would
seek to hack into law firm data bases to
gain access to this non-public information
and manipulate the market. This type of
valuable data makes hacking into a law
firm’s data stores worth the actors’ time
and puts the rest of the data kept by the
firm at greater risk. According to the
Ponemon Institute LLC’s 2016 Cost of
Data Breach Study, the average cost of a
data breach in the US is $7.01 million, up
7% from the prior year; the average cost
per lost or stolen record is $221, up 2%
from the prior year; and financial services
firms average $264 per record stolen.1

2 THIRD-PARTY RISK DISCIPLINE FOR LEGAL DEPARTMENTS

Law firms are currently not regulated by
the same institutions as financial services
firms and therefore have not historically
been subject to the same regulations.
Law firms have not had to create the same
system and procedural safeguards as
their financial services counterparts. This
has led to law firms lagging the power
curve when it comes to maintaining the
safety of their clients’ data. There are
numerous cases in the last few years where
hackers gained access to data stored
by law firms, due to either poor security
built into systems or poor practices. Our
view is that regulators understand this
problem and third parties will become
more regulated in the increasingly complex
financial services regulatory landscape.

Beyond the concerns of protecting client
data, there is greater reputational risk that
increases the need for third-party controls
between financial services providers and
their legal vendors. Financial services
providers often engage with outside counsel
to handle their most sensitive matters. These
include, but are not limited to, representing
the financial services firm before regulators
and in legal proceedings, often with media
attention. The media will often have both the
name of the financial services firm and its
outside counsel. This association increases
the potential damage to the financial firm’s
reputation if the law firm is engaged in
careless or inappropriate activity. The 2016
“Panama Papers” breach is an example of
the type of data and amount of damage that
can be done when a law firm is hacked.
The cost of outside counsel is a significant
budgetary line item for a financial services
firm’s legal department. This financial
reality underscores the need for controls
on legal vendor risk.
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GOVERNANCE AND
CONTROLS FOR ENGAGING
OUTSIDE COUNSEL
To reap the full benefits of an
outside counsel engagement
methodology, legal departments
should add specific, disciplined
and systematized controls.
While the methodology should balance
the costs and benefits of sending legal
work to in-house counsel, preferred
outside counsel and non-preferred outside
counsel, the controls should measure
performance against the methodology.
Tracking the type of legal work against
both insourced and outsourced counsel
can allow legal departments to determine
adherence to their methodology as well
as make resource and budget decisions.
System based legal work tracking systems
help firms rebalance the use of internal and
outside counsel as their needs change.
These decisions should also be measured
against the risk presented by providers
of legal services, including law firms.

In-house counsel utilizes the firm’s
systems and procedures and presents the
lowest risk to the organization. In‑house
counsel is often used when there is a
consistent pipeline of legal work. The
downside of in‑house counsel is that it
is slow to adjust to variable workloads;
that it only has subject matter expertise
in areas that the firm can predict; and
that it may not possess the deep level
of knowledge and expertise needed for
niche areas, or the geographic regulatory
knowledge available through outside
counsel. By accounting for the hours it
spends, in-house counsel capabilities can
be reviewed and improved, so that the
legal department is retaining the skills and
staffing levels appropriate to expenditures.
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For use of outside counsel, a key control
for legal vendor risk is to review a set of
law firms and create a preferred vendor
list. Having a thorough understanding of
the type of work that cannot be covered
by in-house counsel and sourcing much
of that work to a select group of vendors
can reduce both cost and risk. A limited
group of vendors who will be subject to
vendor onboarding, risk assessment and
ongoing review allows a financial firm’s
risk assessment team to be more targeted
in their risk monitoring and scoring.
Additionally, sourcing most outside
counsel services from a limited group of
vendors creates a critical mass of legal
work that can be used as leverage when
negotiating fees with the outside firm.
We have seen significant savings
realized by financial services firms
when establishing a preferred vendor
program. Limiting the number of outside
firms used allows legal departments to
leverage discounts and for preferred
vendors to build a level of knowledge
about the company’s business. A system
that provides a dashboard across the
entire law firm roster allows a legal
department to predict costs on future
similar work, to build budgets, and to
manage more effectively the overall
use of external law firms. Additionally,
working with a preferred group of
vendors limits the number of risk
assessments to be completed on an
annual or bi-annual basis as business
is driven to a smaller set of law firms.

Financial services firms may have legal
requirements necessitating special
expertise or representation in specific
jurisdictions that are either unforeseen or
do not meet the volume requirements set
for the preferred vendor program. For many
courts or regulatory bodies, it is either a
requirement or preferred practice to seek
counsel from a firm with specific expertise
or permission to represent the financial
services firm in a particular jurisdiction.
In these cases, it may be necessary to
hire outside counsel that is not part of the
preferred vendor program. The hiring of
non-preferred outside counsel will often
represent both the highest risk and the
highest cost of the three legal counsel
options. This type of vendor will need to be
subject to the financial firm’s vendor risk
program, often on short notice, and will
potentially have to participate in offboarding
controls at the end of the engagement.

For all types of legal work, the key
to reducing cost and risk is to not
only have a set methodology, but
also to establish the controls and
governance needed for adherence
to that methodology.
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LEGAL THIRD-PARTY
RISK MANAGEMENT
The benefits of a strong legal
Third‑Party Risk Management
(TPRM) program include greater
efficiency, a line of sight into risks,
and strong data control practices.
Legal TPRM is built on the five stages outlined
by the Office of the Currency Controller
(OCC) to manage risk effectively: planning,
vendor selection, contract negotiation,
ongoing monitoring, and termination.2
A streamlined initiation process for legal
TPRM includes planning, vendor selection
and contract negotiation, all of which
evaluates the risks associated with a law
firm, helps establish the right amount
of data security and efficiently allocates
resources. The inherent risk model, which
assesses the risk of the engagement based
on the law firm and information shared,
uses an inherent risk calculator to provide
a risk level that leads to the data security
standards and processes for engaging
the law firm. By identifying engagement
risk and establishing the appropriate level
of data security, resources are efficiently
allocated, so that engagements that do
not need greater scrutiny do not receive
it, while those that require greater scrutiny
do. Having a preferred vendor program
helps expedite the onboarding process,
since the firm’s risk is already assessed and
the firm is familiar with the required data
security practices. Contract negotiations
are folded into the start of this program,
enabling legal TPRM to manage risk.

As part of ongoing monitoring, an audit
team is established to review engagements
independently, prioritizing those with
higher risk, and enforce adherence to
required standards and processes while
making sure changes in engagement are
reflected in the risk model. Engagements
also undergo performance surveys to meet
service contract delivery requirements.
Additionally, engagements provide regular
reports on key metrics for leadership.
The legal TPRM lifecycle includes an
official termination stage that initiates firm
and/or engagement closure procedures,
including proper disposal of confidential
data. When a law firm has been dormant
for an extended period, as defined by the
client, an automated procedure starts,
with approval from legal TPRM leadership,
to formally remove the firm from the
preferred vendor list and notify the law
firm. Termination provides the advantage
of maintaining data security and legal
protection as a law firm closes its contract.
Overall, the maintenance of a legal
TPRM program is beneficial as it allows
standards and controls to be upheld
through the life of an engagement. Legal
TPRM centralizes the legal outsourcing
process and outlines the scope of work
done for the efficient use of resources.
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INTELLIGENT AUTOMATION
TOOL OPPORTUNITIES
There is a spectrum of intelligent automation
tools available to financial services firms,
starting with desktop automation—through
which a manual operator initiates a
sequence of steps—to digital assistants,
through which a computer-generated
character provides guidance to answer
questions or queries. In the Third-Party
Lifecycle, as outlined by the OCC, there
are opportunities for law firms to automate
processes to increase efficiency.3

The four tools most utilized are: desktop
automation; robotic process automation;
cognitive computing; and digital assistants.
We refer to cognitive computing and digital
assistants as artificial intelligence while
desktop automation is more of a scripting
activity, as it relies on a manual sequence of
steps. What follows are examples of the tools
used throughout the Third-Party Lifecycle.

PLANNING, VENDOR
SELECTION AND
CONTRACT NEGOTIATION
Desktop Automation

Robotic Process Automation

This enables the financial services firm to
calculate the risk rating of the law firm.
As an engagement is being onboarded,
desktop automation allows the firm to
pre-populate the engagement questions
for similar types of engagements.

This helps the financial services firm
import information related to the outside
counsel from other websites or information
systems. This decreases the potential
for manual input errors as well as the
time spent onboarding the law firm.

Artificial Intelligence
Allows a firm to use a digital assistant
to answer trained questions asked
by end users in simple language.
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ONGOING MONITORING
Desktop Automation

Artificial Intelligence

A firm can use desktop automation to
flag law firms that need a risk assessment,
and to identify and escalate issues
that arise from the assessment.

It can assist a firm identify trends in the
data on law firms and identify potential
gaps in the process. As sensitive data
is being sent outside the firm, artificial
intelligence can be used to better tag the
data and to understand which data is being
sent to a law firm in case of a data breach.

Robotic Process Automation
A firm can use desktop automation
to update multiple systems and/or
databases with law firm information
and to assist with information on the
closure of an engagement.

TERMINATION
Desktop Automation
Firms can be identified as inactive,
triggering a review to determine if
disengagement is necessary. Additionally,
as the process is further refined, desktop
automation can be used by firms to
retrieve data from the third party.

Leveraging technology like robotic
process automation and artificial
intelligence can improve the Legal
TPRM process while balancing cost
effectiveness and risk reduction.
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PROGRAM BENEFITS
Creating a robust legal TPRM program that includes
a framework for the use of outside counsel,
documented controls for assessing the vendor
relationship and leveraging technology, can
help drive down both cost and risk for financial
institutions. Adding legal third-party risk discipline
can also help financial services firms protect
themselves from regulatory and reputational risk
while delivering greater value to their customers.
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