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CAPITAL MARKETS:
UNDERGOING
SEISMIC CHANGE
Capital markets firms are under no illusion about the scale
of their challenge. But in an environment of low interest rates,
narrow margins, and increased capital requirements, they are
finding ways to simplify and innovate.

With shrinking resources, it is imperative
to develop a long-term plan for
sustainable cost reduction and innovative
transformation. In the face of aggregate
revenue that was down 16 percent year
on year between 2015 and 2016,1 firms
are finding new ways to defend their
current positions and then grow again.
Smart technologies promise to provide
revamped cost models and new revenue
streams. But that same technology
is also encouraging and fueling new
entrants and fresh competition from
outside the financial services industry.

Now, faced with this new competition—
and new opportunities—investment
banks in particular, which have a history
of innovation and early adoption of new
technologies, should harness that spirit
once again.
But to do so, they need to adapt their ways
of working, be more agile, and collaborate
with business partners and stakeholders
who can help them create new capabilities.
Above all, they should be calm strategists
in a time of accelerated change.

Online lenders like Rocketloans®, which
makes a virtue of simplicity and fast service,
are making deep in-roads into the home
loan market. Robo-advice is reshaping the
wealth management industry. Similar shifts
are influencing the expectations of clients
across the capital markets spectrum.
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THE EVOLUTION OF
RISK MANAGEMENT
Since 2009, Accenture has conducted research on risk
management. Over the years we have witnessed the rise
in the influence and importance of both risk management
and the function, yet there is still much work to do. Below
are some of the highlights from past studies, which show
how the nature of risk management within the financial
services industry has changed over the last eight years.
2009
ACHIEVING
BALANCE
The gap between risk
and finance has been
closing but there
is still more progress
that needs to be made

HARNESSING
TECHNOLOGY
Technology in risk
management has evolved
over the years to drive
innovation and strategic
decision‑making

EVOLVING TALENT
Over the years,
organizations have
responded to the
changing demand for
specialized risk skills

Risk silos

2011

2013

2015

2017

Towards a new
risk culture

Direct line
to the CEO

CRO at the
executive table

Still closing the
risk-finance gap

84% said risk
capabilities help
engender
a risk culture in
the organization

96% of risk
owners
reported
directly to the
Chief Executive
Officer (CEO),
up from 82%
in 2011

79% said the
Chief Risk
Officer (CRO)
is important
to strategic
planning
decisions

38% said finance
and risk leaders
work closely,
but don’t
input jointly
to corporate
strategy

Tech as newest
strategic
priority

Systems
integration
still a barrier

Building
analytical
capabilities

The power
of automation
to come

77% reported
extensive or
significant need
for analytics
to address risk
magnitude and
frequency

Adoption
of analytics
growing but
45% said
systems
integration
still a barrier

67% plan
to increase
investment
in big data
and analytics
over the next
two years

Only 13%
are realizing
Robotic Process
Automation’s
(RPA) full
potential

Risk resource in
short supply

Rising
headcount
53% planned
greater
headcount to
enhance risk
organization

Demand
for data
specialists

Emerging tech
capabilities

32% stated they
see resources
and talent as
a significant
challenge

Lack of
specialized
tech skills
Risk
technologists
(64%), risk
business
and data
analysts (62%)
were skills in
shortest supply

Data
management
(34%) and
data analysis
(32%) were
anticipated as
the skills most
in demand

Only 15% had an
integrated IT risk
infrastructure

Tech not fit
for purpose
92% said that
fragmented,
inefficient IT
systems are
increasing the
cost of risk
management

Source: Accenture Global Risk Management Studies, 2009 to 2017
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69% said shortage
of skills in new
and emerging
technologies
impedes the
effectiveness
of their risk
management
function
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THE EVOLVING
RISK ENVIRONMENT
The fundamentally reshaped industry creates an opportunity for
capital markets risk professionals. The evolution of capital markets
risk management requires risk discipline and focused talent as
well as effective leadership and governance.

FROM FIRE-FIGHTING
TO FLUIDITY
Since 2009, Accenture has conducted
regular research into the evolution
of risk management.
In the immediate aftermath of the financial
crisis, we found a function that was in
reactive, fire-fighting mode. Over the next
four years, as risk management matured, we
found that risk management had become
more integrated within financial institutions,
its role was more connected to the wider
business, and its influence more profound.
In 2015, our study revealed that risk
management was no longer viewed as an
obstacle that needed to be circumnavigated.
Instead, it had become a “partner” in a wider
collaboration that sought to create stronger,
safer and more robust ways of working.

Today, that progress continues. Our 2017
Global Risk Management Study finds
that many capital markets institutions are
striving to adopt a proactive, fluid approach
to risk management. But there is a long
way to go. Further changes are necessary
for risk management to keep pace with
dramatic advances in technology and a
fast-changing, volatile market environment.
The evolution of capital markets risk
management presents new risks as well as
opportunities. It also requires firms to address
a set of new and emerging risk types.
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RESPONDING TO EMERGING RISKS
Capital markets firms surveyed in 2017
are acutely aware of the need to tackle
cyber risk in all its forms (60 percent
say it is having a greater impact on their
institution than two years ago—2015
Global Risk Management Study). But an
increased use of intelligent automation,
data analytics and the cloud brings its
own complexities to the organization.
For example, respondents cite cyber
attacks, data breaches and risk with
third-party hardware as the biggest risks
associated with using the cloud. With
increased use of big data and analytics
come concerns over data privacy and
the protection of personal information.

Yet some forward-thinking firms see the
cloud as far more secure than their own
private clouds. In fact, one capital markets
firm observed that some third-party
cloud services have become very secure,
equivalent to and possibly superior to
their current infrastructure. The primary
driver here was the way in which moving
to the cloud forced certain behaviors
such as encryption and tokenization of
data. In addition, cloud providers go to
significant lengths to secure their data
centers, because they cannot afford
the reputational risk of not doing so.
These emerging technology risks should
be monitored and managed alongside the
continued challenge of capital movement,
margin pressure and a volatile geopolitical
environment, not least the unknown impact
of Brexit.
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Against this backdrop, our study finds
that successful risk management strategies
are those that achieve a productive balance
across three key areas: technology;
talent; and integration.

In this study, we look at the progress
of capital markets institutions in making
these changes, and highlight what they
need to do to pivot to a new paradigm.

TOP CHALLENGES ACROSS CAPITAL MARKET SEGMENTS
Figure 1: Respondents were asked: “To what extent do the following challenges impede
the overall effectiveness of your risk management function?” Data shows aggregated
proportions selecting “to a great extent” and “to some extent.” (Base: 126 – capital markets)
Increased velocity, variety
and volume of data

71%

52%

91%

Increasing demand from multiple
regulators in multiple jurisdictions

70%

69%

Disruption of business models
from digital technologies

70%

71%

Increasing demands from senior
management and the board
Balancing the responsibilities for
control and compliance with the
need for effective customer service

67%
66%

Lack of budget to make
necessary investments

65%

74%

Lack of integration across
existing technology infrastructure

64%

Shortage of skills in new
and emerging technologies

61%

Lack of clear governance in
decision-making processes
Overall capital markets

45%
50%

53%

57%

Investment banking

67%

71%

Asset management

68%

67%

59%

63%

55%

52%

59%

74%
71%

56%

71%

79%

55%

66%

60%

70%

62%

Legacy technologies within
the risk function

Shortage of core risk
management talent and skills
Lack of integration with other
business functions, e.g. front
office, operations, finance

68%

59%

72%

66%

70%

68%

60%

68%

67%
63%

49%
39%

Wealth management

Source: Accenture 2017 Global Risk Management Study
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1. Smart, not short-term,
technologists
New technologies, coupled with smarter
ways of working, are the key to a more
flexible, proactive risk function. They
have the potential to reduce operational
duplication and provide powerful
data‑driven insight into emerging threats.
Smart technologies can also help address
one of the risk function’s most pressing
issues: getting hold of complete risk
information that underpins its relationship
with the rest of the organization.
Technology-fueled data can unlock the
potential of risk professionals and the
wider function. For example, one of
Europe’s largest banks can point to data
analytics successes. It has been investing in
predictive analytics capabilities that support
everything from lending decisions to capital
optimization.2 The move has helped the bank
spread the power of data analytics from the
risk function to colleagues in the front and
back offices, integrating key capabilities
into operations.

Capital markets firms, accustomed to the
precision of structured data, are wrestling
with how to combine smart technologies
in order to contextualize the sheer
volume of data in front of them. Nearly
three-quarters of 2017 capital markets
respondents (71 percent) say that the
increased velocity, variety and volume of
big data impedes the overall effectiveness
of the risk management function.
But there are exceptions. Instead of taking
days to create a stress-test report that meets
the needs of the regulator, one leading
capital markets firm is using analytics tools
and big data held in the cloud to reduce the
run time of stress‑test reporting from days
to minutes. Capital markets firms that are
starting to embrace these new technologies
will be inspired by such returns.
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FROM EXPERIMENTAL
TO ESSENTIAL

The second phase of adoption requires
deeper investment, defined governance,
and the development of robust processes.
But with greater commitment comes
the potential for greater gains, and an
acknowledgment that these technologies
are here to stay.

Two phases of adoption and investment
are apparent across smart technologies.
The first is tactical, focusing on short‑term
savings by using technology for immediate
gain. Nearly two-thirds (63 percent) of our
respondents currently respond to cost
pressures by using these technologies
to improve efficiency.

Figure 2: Respondents were asked “Thinking about the range of technologies that
you use to support your risk management function, how advanced is your institution’s
use of the following technologies?” Proportion of respondents selecting “we use
the technology for our risk function but we’re not extracting the full potential” and
“we are highly proficient in using this technology.” (Base: 126 – capital markets)
Robotic process automation
Machine learning
Artificial intelligence
Big data and analytics
Cloud

Overall capital markets

38%

36%

44%

42%

38%

40%

43%
56%
60%

Investment banking

37%
56%

37%
55%
55%

Asset management

37%
39%
42%

73%
56%

Wealth management

Source: Accenture 2017 Global Risk Management Study
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71%

FROM AUTOMATION
TO GENUINE INSIGHT

PREPARING THE GROUND
FOR ROBOTS

Today, intelligent automation, including
machine learning, artificial intelligence
(AI) and RPA, is more experimental than
embedded. Just 15 percent of capital
markets respondents describe themselves
as “highly proficient” in using RPA, for
example. This is partly due to the barrier
of adopting new tools: 45 percent of
capital markets respondents still have
some legacy tools that can make adopting
new technologies or processes difficult.

To realize the full potential of intelligent
automation, robots, technology and humans
need be tightly aligned. Risk functions that
learn to harness the power of AI can provide
more transformational insights, along with
greater speed of action.

For risk functions adopting intelligent
automation (RPA, machine learning
and AI) to some extent, the majority
(58 percent) are relatively mature in
their usage—they use RPA to replace
high‑volume, low‑value‑added tasks
and are also applying analytics
to big data and integrating it into
processes to obtain insights.
Longer term, risk functions see deeper
value from the use of more advanced
intelligent automation. Some are exploring
the power of pattern-matching techniques
in machine learning to spot anomalies
in large volumes of data. And the list
of potential applications is expanding
rapidly: reviewing disclosures; scanning
transactions; assessing incident reports;
predicting changes to risk exposures;
and rapidly checking data quality.3

Today, a minority of capital markets
respondents (14 percent) are using more
advanced AI and machine learning tools
to derive better outcomes from data. Many
firms recognize the long-term value but have
yet to move beyond proof of concept.
A global financial services institution is
going a step further. It is piloting a robot,
a virtual assistant not unlike Amazon.
com, Inc.’s Alexa™ that is programmed
to answer basic compliance questions
and is one of more than 20 robots
operating across the company. Its aim is
to cut the number of calls to the bank’s
compliance call center by 50 percent.4

The ability to collect, aggregate, and check
data at speed is the promise of RegTech
capabilities, such as those recently added
to IBM Corporation’s cognitive computer,
Watson™. They are likely to prove attractive
to the 28 percent of 2017 respondents
who say that increasing demand from
multiple regulators greatly impedes the
overall effectiveness of their risk function.
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DATA ANALYTICS:
ON THE CUSP
Enthusiasm for data analytics is more
clear‑cut: more than one-third (37 percent)
are using big data and analytics to a great
extent to address the issue of
cost pressures.
Capital markets firms have made significant
investments in data analytics, setting up
centralized processes to capture data and
establish an enterprise‑wide view of risks for
committees and reports. But the process
is often still manually intensive and not
supported by a common view of risk data.
One-third of respondents say they are using
the technology, but not to its full potential.
That will happen, they believe, when
analytics capability is more embedded
into the risk management culture.
More than one-third (36 percent) of 2017
respondents see improved risk analysis
and insight as the greatest potential
opportunity of applying analytics to
big data (see Figure 3). They recognize
that the power of smart technologies in
combination has the potential to transform
scenario planning. At the more complex
end of the risk management process,
firms are exploring how each technology
can support the stress-testing process.
This is vital when multiple regulatory

requirements and approaches create
added complexity, and when firms are
looking to be proactive in their response.
Analytics can be used to assess the vast
quantities of information generated for each
individual trade. RPA can prepare the data
for the calculations. And in some cases,
firms are starting to use machine learning
to define and refine the behaviors of the
models of these extreme situations.
But barriers persist. Complexity of capital
markets data flows, legacy systems, multiple
transformations and numerous interventions
make the data lineage within many firms
poor. Only a quarter of respondents
believe that their risk functions are very
prepared to meet the requirements for
regulators to have access to high-quality
and consistent risk data. Our study shows
that risk data reporting is still overly
reliant on legacy tools, with 66 percent
saying that legacy technologies impede
the effectiveness of the risk function.
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Figure 3: What do you see as the greatest opportunities for your risk function in applying
analytics to big data? (Base: 70 – capital markets)
Improved risk analysis
and risk insight

36%

Greater efficiency/productivity

29%

Improved business scalability
Improved regulatory
data management

Improved customer service

26%
23%

12%

25%

33%

Improved ability to combat
financial crime

20% 8%

24%

20%

Investment banking

21%
13%

14%
24%

24%

21%
17%

24%
38%

21%

28%

20%

Overall capital markets

21%

32%

21%

17%

25%

36%

Improved ability to collaborate
with external partners

Improved product profitability/
product rationalization

28%

26%

48%

38%
40%

30%

Improved accuracy and control

Improved compliance

24%

14%
19%
33%

19%

Asset management

Wealth management

Source: Accenture 2017 Global Risk Management Study
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CLOUD’S REVOLUTIONARY
ROLE
Capital markets institutions are embracing
the cloud with clear enthusiasm. The
adoption of the public cloud within
large, global institutions suggests the
debate over its primacy is over.

Investment banks are exploring moving
to “as-a-service” (aaS), cloud-based
solutions as a priority. Over the past
18 months, we have observed more
institutions investing more in tools that
allow them to dig deeper into the data and
financial processes, and which then drive
analytics to improve risk assessments.

According to an Accenture survey, six in ten
capital markets institutions say cloud‑based
entrants will challenge traditional business
models.5 The question for those operating
within capital markets is how quickly they
can respond—particularly considering
the complex legacy architecture on
which many large banks still rely.
Capital markets firms which are actively
exploring the cloud highlight risk
management as an ideal test case. The
risk function’s requirements for processing
large quantities of data, together with the
huge computational loads associated with
complex internal and regulatory calculations,
mean that the cloud can create significant
efficiencies as well as large cost savings.
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2. The talent gap: evolving skills,
short supply
Capital markets leaders are looking to
create teams that blend traditional risk
management experience and commercial
acumen with a deep understanding of new
digital capabilities. Such a skills mix reflects
the growing remit of the risk function and
the rapidly increasing importance
of new technologies.
In the years following the credit crisis,
capital markets firms had to manage
deep scrutiny from multiple regulators.
Today, the CRO has to balance the
requirements of stakeholders, including
regulators, the business and shareholders.
The risk management mentality is no
longer simply one of control but also
of value-enhancing collaboration.
The risk function is therefore becoming
more multi-disciplinary in its approach.
It has to balance an understanding of
the business impact and opportunity,
while still maintaining responsibility
for the second line of defense.

FALLING SHORT,
AND REACHING OUT
A critical challenge for risk leaders
lies in striking the right balance
between institutional wisdom and
an intuitive understanding of current
digital and technology trends.
Senior risk professionals who have
long-term market experience and deep
institutional wisdom, and are able to
take an holistic view of risk across the
organization, are fundamental to a powerful
risk function. They need to be combined
with those with an intuitive understanding
of current digital and technology trends.
But the search for a multi-talented team
takes place against a backdrop of skills
shortages. Just over a quarter (26 percent)
of respondents say their risk function
has insufficient talent to carry out the
functions it is asked to perform, and
about a third (32 percent) say they lack
internal talent in some specialized areas.

To strengthen understanding of the wider
commercial context, institutions are bringing
front-office expertise into the risk function
so that decisions are made with both risk
control and business outcomes in mind.
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NEW RISKS CALL FOR
FRESH SKILLS
Emerging types of risk, such as cyber (see
call out on page 7), also demand a new set
of skills to build and manage an appropriate
risk framework. More than half of capital
markets respondents (54 percent) intend
to prioritize knowledge and understanding
of emerging technology risks over the next
year (see Figure 4).
One way to increase this knowledge of
emerging risks is through greater third-party
collaboration. The growing threat of cyber
attacks has seen some of the largest banks
come together to form a cross-industry
response. Such a collective approach can be
applied across the emerging risks spectrum.
Greater experimentation with third parties
will allow risk teams to apply insight and
understanding to new areas of risk and
deploy technology quickly and smartly.
To enhance their technology skills in
a cost-effective way over the next two
years, surveyed firms expect to increase
the support they receive from third-party
vendors, including support for processes
that they have previously held in house:
55 percent expect to significantly or slightly
increase their outsourcing of technology
implementation and maintenance, and 53
percent expect to significantly or slightly
increase their outsourcing of risk measure
calculation (e.g. standardized models).

MAPPING THE FUTURE
Looking ahead to the next year, data is
also a pressing concern, with 40 percent
of respondents saying they need to
strengthen their data management.
Almost as many (39 percent) say they will
prioritize their ability to understand trends
in the shift to digital business models (see
Figure 4). Firms acknowledge the short‑term
cost priorities, but are determined to make
fundamental changes to their business
models to support longer-term benefits.
This is little surprise when 70 percent
say that disruption of business models
from digital technologies impedes the
overall effectiveness of the risk function.
Given the growing integration of FinTech
capability, the potentially rapid scaling
of AI, and the impact of digital business
models, capital markets risk functions
should increase their ability to predict and
map these trends. And that demands a
broad-based, balanced, but relentlessly
forward-looking approach to skills.
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3. Deep integration of risk across
the business
Our studies over the past eight years
have shown that integration of risk
management with the wider business
is one of the great challenges facing
firms. For capital markets firms operating
across multiple jurisdictions and with risk
teams spread across several locations,
that test is not getting any easier.

Clearly, more effort needs to go into
bringing together stakeholders that are
involved and invested in risk management
and related processes. The closer the
collaboration between risk, finance
and compliance, as well as the front
office, the more effective the decisionmaking and the greater the alignment
to the required business outcomes.

More than half of capital markets
respondents (56 percent) believe
that a lack of integration with other
business functions is a key barrier to
risk management effectiveness. With
firms striving for a consistent set of risk
information that can be viewed through
different functional lenses, this alignment
becomes even more important.

But there is a long way to go. Only
10 percent of capital markets firms have
achieved the close working relationship
between finance and risk leadership
that sees both functions providing input
collectively into corporate strategy
and enterprise risk management.

Figure 4: What are the priority risk management capabilities your institution plans
to strengthen over the next year? (Base: 126 – capital markets)
Understanding of emerging technology
risks, e.g. cyber

54%

Data management

40%

Understanding of key trends in our sector
(e.g. shift to digital business models)
Advanced mathematical and statistical
knowledge (e.g. enhancing quantitative
capabilities, actuaries and data scientists)
Managing reputational risk associated
with social media
Broader commercial awareness

Overall capital markets

57%
45%

36%

Investment banking

29%

21%

37%

42%

43%

34%
21%

40%

38%

39%

44%

26%
37%

37%
39%
37%

28% 15%

Asset management

Wealth management

Source: Accenture 2017 Global Risk Management Study
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61%

INFORMATION FROM
THE GROUND UP

THE CONNECTED
RISK FUNCTION

At the heart of the integration challenge
is the problem of creating a common
view of risk information, which allows
for the legacy and lineage of the
content. To build this from the ground
up is difficult, but it is fundamental to
the future-proofing of the business.

The goal is to have a more integrated
and connected risk management
function that is positioned to make the
most of processes, methods, skills,
knowledge and solutions, while allowing
operational sub-groups to exist where
they are required. Respondents aspire to
integration across risk and finance, with
23 percent aiming to have a close working
relationship in two years’ time, including
providing input to corporate strategy and
enterprise risk management steering.

Use of information that is fragmented and
decentralized frustrates integration and
prevents the use of common building blocks
that would improve risk outcomes. This
lack of coordination imposes costs and
increases the challenges that risk teams
face. More than half (56 percent) of 2017
respondents say that there is duplication
of effort in risk management across lines
of business. And six in ten (60 percent) say
that local markets struggle to balance the
management of risk at the local level with
the priorities of the organization as a whole.

There is a notable shift toward greater
integration among capital markets
respondents as they seek efficiencies.
Today, only a fifth of risk management
activities in capital markets are centralized
across specific lines of business, but
our 2017 respondents anticipate that
this will be 44 percent in two years’
time as departments look to standardize
processes and governance.
The combination of leadership and
collaboration paves the way for a
more proactive, fluid approach to risk
management—one where the risk
function, using the right technology,
strives to stay one step ahead of an
ever-changing risk environment.
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CONCLUSION:
FIVE SIMPLE BUT
POWERFUL ACTIONS
TO TAKE NOW
As the complexity of risk management in capital markets
increases, the function should continue to adapt at pace
and expand its remit.
CROs should strive to meet demanding quantitative and qualitative standards
and consider their internal and external stakeholders while keeping costs under
control. They should do this while adapting to continual regulatory change and
rapid disruption from unprecedented technological innovation, emerging risks
and geopolitical instability.
Based on our research, in-depth consultations with capital markets risk leaders
and our own observations, we have compiled a set of five simple but powerful
actions that can help risk functions to rise to these challenges.
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1. DRIVE THE BUSINESS TOWARD DIGITAL
AND TECHNOLOGICAL INNOVATION
Effective digital innovation depends on having the right strategic vision,
strong governance, robust processes and great delivery technology. With
these ingredients in place, capital markets firms can speed up operations
and improve measurement, modeling, analysis, integration, predictions and
anomaly detection. Risk management has an important role to play in driving
the development of these innovations across the business. With a strong
focus on intensity of data and analytics, risk provides a strong platform from
which the institution as a whole can leverage these new technology solutions.
2. PUSH FOR TOP-LEVEL INTEGRATION
Risk management is already becoming more integrated with finance and
compliance, as well as the front office, but greater integration is often
needed for a more holistic approach. Integration within risk types also
needs to be stronger. As an input to strategic planning and in monitoring
subsequent execution, the risk function should offer the board a clear
and cohesive view of financial, non-financial and emerging risks.
3. FIND THE IDEAL BLEND OF SKILLS
In our view, the risk management function should include
people with quantitative and analytical skills, but also creativity,
technology acumen and industry knowledge. This blend
will support more alternative and innovative solutions—
essential to adapting to an ever-changing environment.
4. MOVE BEYOND DATA MANAGEMENT
Risk talent should be engaged in information analysis, while
automation and supporting professionals manage data quality,
integrity, integration and technical issues. This is key to capturing
the full analytical value of professional risk practitioners and analysts.
5. EMBRACE BUSINESS AND INDUSTRY TRANSFORMATION
The risk function should strive to be more commercially aware than
ever in order to evolve its role to support the firm. For most, this will
mean evolving away from being a “control function” and toward being
a transformation leader and joint architect of new business models.
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ABOUT THE RESEARCH

ABOUT ACCENTURE

The Accenture 2017 Global Risk Management
Study is the fifth edition of our study first
published in 2009. It is based on a telephone
survey (computer-assisted telephone
interviewing, CATI) conducted by Longitude
Research on behalf of Accenture between
January 2017 and February 2017 among
475 senior risk management executives.

Accenture is a leading global professional
services company, providing a broad range of
services and solutions in strategy, consulting,
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