The evolution
of MLPS 2.0
Since the implementation of China’s
Cybersecurity Law in 2017, China has rapidly
evolved its network security supervision system.
China has released a series of standards and
guidelines that further clarified the scope and
requirements of the original statute from 2018 to
2019. In 2019, after two years of discussion and
comments, the Multi-Level Protection Scheme 2.0
was issued.
The Multi-Level Protection Scheme known as
MLPS—which is regulated by the Ministry of
Public Security—is an important cybersecurity
compliance standard with which nearly all
domestic and foreign companies operating
in China must comply. MLPS 2.0 is overseen,
implemented and enforced by provincial,
municipal, district and public security bureaus
(i.e., the local police).
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Figure 1: China market trends
Over the years, China has been tightening the control on cybersecurity and data protection
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As Cybersecurity & Informatization continues to underpin China’s economic development, it is foreseeable that Chinese government will
continue to strengthen its internet governance via more rigorous regulations and scope extension.
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What’s new in the
Multi-Level Protection
Scheme 2.0
The 2.0 version has strengthened China’s
cybersecurity law in four important aspects.

1. MLPS 2.0 confirms the standard’s legal status. Article 21
of the Cybersecurity Law of the People’s Republic of
China stipulates that “the State implements the MLPS
system” and, further, requires that “network operators
shall perform their security protection obligations in
accordance with the requirements of the MLPS system.”
Article 31 goes on to state that “for national critical
information infrastructure, critical protections shall be
implemented in accordance with the MLPS system.”
2. MLPS 2.0 extends its level of protection guidelines for
networks and devices. With the continuous emergence
of new technologies such as cloud computing, mobile
Internet, big data, the Internet of Things (IoT) and artificial
intelligence, the concept of computer information system
has had to similarly expand. MLPS 2.0 has added security
requirements for cloud computing, mobile Internet, IoT,
and industrial control systems. The new standard will
continue to expand its scope of application.

3. Network security MLPS 2.0 builds the core technology
system of level protection based on trusted computing
technology, and strengthens the importance of
trusted system.
4. MLPS 2.0 strengthens the content and intensity of
supervision. Compare to MILPS 1.0. MLPS 2.0 brings
significant improvements to processes and requirements.
Especially for level 2 networks, MLPS 2.0 provides more
detailed implementation requirements (for example,
regarding personal information protection). It also
“integrates the specific requirements of CSL and Cll
regulations for the security and maintenance of network
products and services for networks above level 3”.
Level 2 of MLPS identified as : The destruction of an information system may cause serious
damage to the lawful rights and interests of citizens, legal persons and other organizations,
or cause damage to social order and public interests, but does not impair state security
Level3 of MLPS identified as: After the information system is damaged, it will cause serious
damage to the social order and public interest, or cause damage to the national security
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Basic requirement of Multi-Level
Protection Scheme (GB/T 22239-2019)

General
Security

Cloud
Security

Mobile
Internet

Internet
of things
(IoT)

Industrial
Control
System

Network Operators are
obliged to comply with
the general security
requirements which
must be met regardless
of the form of the level
of protection. Other
special requirements
for Cloud, Mobile Internet,
Internet of Things, and
Industrial Control Systems,
which are called security
expansion requirements.

Assessment Focus

The MLPS Assessment will include General Security
Requirements and Cloud Security Extension Requirements.

One Center and three Protection including Network Security, Boundary
Security, Computing Security and Management Center Security.

Physical Environment
Ensure that cloud infrastructure is located in China Mainland
Application Data
Ensure that customer data, user personal information, etc.
in cloud are stored in China Mainland
IT Operation
Ensure the operation location of the cloud platform are
located in China Mainland

Must Meet

Prerequisite

Must Meet

Overall framework

Figure 2: China Multi-Level Protection Scheme
CSL Article 21: The State has implemented a cybersecurity MLPS. Network operators must perform the following security
protection duties according to the requirements of the cybersecurity MLPS to ensure the network is free from interference,
damage, or unauthorized access, and to prevent network data leaks, theft, or falsification…

Anti-Tamper
Application layer protection, Page content monitoring, etc.
(Anti-tamper System)
Data Leakage Prevention
Data encryption, Data desensitization, Data anti-ransomware,
etc. (Bastion, logging Audit, KMS)
Service Interruption Prevention
Anti-DDoS attack, System service monitoring,
Redundancy technology, etc. (DDoS, WAF, IPS/IDS)
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What are the implications
for manufacturers?
Enterprises are modernizing in two basic ways: through the
digital transformation of their operations and through the
adoption of smart manufacturing. The process of combining
these two modernization initiatives is also accelerating.
As a result, industrial security issues are becoming more
frequent and attacks on critical infrastructure have increased
year by year.
The architecture model of industrial control systems tends
to be quite complex. Business applications, real-time
requirements, and communication protocols between
systems are all different, which means the industrial
control security products and solutions to be deployed are
also different. That is especially evident around industrial
control protocol communication. Enterprises need to
deploy industrial control security products that not only
enable system access in accordance with industrial control
protocols, but also meet the real-time security requirements
of all levels.
MLPS 2.0 specifically notes that the development of
Industry 4.0 and physical information systems make it
difficult for companies to effectively or easily secure their
industrial control systems. Therefore, the statute allows

enterprises in different industries to merge some network
levels, according to the role of users.
Industrial control systems usually have very high
requirements for reliability and availability. Therefore, the
following constraints should be met when the industrial
control system is protected in accordance with the
hierarchical protection: in principle, security measures
should not adversely affect the basic functions of the highly
available industrial control system. Accounts for basic
functions, for example, should not be locked out, even
temporarily; The deployment of security measures should
not significantly increase latency and affect system
response times.
For a high availability control system, the failure of security
measures should not interrupt basic functions. When it
is impossible to implement and implement the relevant
provisions of the security level protection requirements due
to the significant impact of the assessment on availability, a
security statement shall be made to analyze and explain the
possible impact and consequences of the implementation
of this provision, as well as the compensation measures to
be used.
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For the application scenario of industrial control system, security control at different levels
is carried out based on the industrial Purdue model as follows:
Figure 3: Deployment of security technical measures for industrial control system
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MLPS 2.0 considers industrial security from five perspectives:

01

02

03

Physical and environmental
security: The MLPS 2.0
standard increases the security
protection requirements for
outdoor control equipment,
such as the housing or device
of the control equipment and
the environment around the
control equipment.

Network and communication
security: The MLPS 2.0
raises the security protection
requirements for network
architectures, communication
transmissions, and access to
the network environment. The
standard also increases the
requirements of dial control and
wireless control.

Equipment and computing security:
The MLPS 2.0 increases the security
requirements of control equipment—
mainly those devices and systems used
to manage the data-acquisition function
of real-time controller equipment, such
as PLC(Programmable Logic Controller),
DCS(Distributed Control System,
a computerized control system for
a process) controller, etc.

04

05

Security construction
management: The MLPS 2.0
increases the security and
confidentiality requirements
of product and software
procurement, mainly for
industrial control equipment,
information security products,
and outsourced software
solutions and services.

maintenance management:
The MLPS 2.0 adjusts the
requirements for vulnerability
and risk management, malicious
code prevention management,
and security event handling.
These new requirements are
applicable to industrial scenario
applications and industrial
control systems.

Security operations and
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The implications of MLPS 2.0
for enterprises
In terms of implementing MLPS requirements, network
operators assume the primary responsibility for
hierarchical protection. To avoid potential problems,
they must think about how they will pass the security
evaluation before they implement hierarchical
protection protocols.
MLPS 2.0 is a complex technical standard that
requires companies to assess the current state of
their information systems and the risks associated
with them. While the standard is largely consistent
with cybersecurity best practices, it is broader and
more stringent. Control requirements are not limited
to technical vulnerabilities. They also include business
and management security, which require increased
attention to things like risk governance and human
resource security.

Like earlier versions of MLPS, the 2.0 standard has five
network security levels. Each information system is assigned
a “level” based on the importance of the system and data
and the potential impact of the exposure. This is essentially
an impact-based risk analysis—a step that marks one of
the key differences between Chinese and international
cybersecurity standards.
Levels range from 1 to 5, with levels 4 and 5 reserved for
sensitive government facilities and systems. The higher
the level, the more stringent the security requirements.
Systems categorized as level 2 or higher need to be
independently evaluated by a professional, licensed
Chinese information security assessment organization.
When the assessor confirms that the grading is correct
and the relevant security controls are in compliance, they
issue the assessment certificate.
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The MLPS assessment process presents two challenges for companies operating in China:

1. Given the wide range of MLPS
regulations, the security evaluation
(or third-party audit) may be intrusive.
It may, in fact, introduce or reveal
unexpected risks to information
and operations.
2. The company must pass the MLPS
evaluation because it is mandatory.
If it fails, the company will face
regulatory sanctions such as fines.
In extreme cases, the company’s
business license will be revoked.
Incomplete or problematic evaluation
results will lead to greater police
scrutiny, including a stricter security
review of information systems.

Penalties for non-compliance can be significant. Article
59 of the Cybersecurity Law stipulates that if a network
operator fails to perform its obligations, the relevant
department shall order it to make corrections. It also
delivers a warning; Those who refuse to make corrections
or cause consequences such as endangering network
security shall be fined not less than 10,000 CNY but not
more than 100,000 CNY. The person directly in charge
shall be fined not less than 5,000 CNY but not more than
50,000 CNY.
Similarly, if operators of key information infrastructures
fail to perform their obligations, they will be ordered to
make corrections. They will also receive a warning; Those
who refuse to make corrections or cause harm to network
security shall be fined not less than 100,000 CNY but not
more than 1 million CNY. The person directly in charge
shall be fined not less than 10,000 CNY but not more than
100,000 CNY.
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The relevant
standards involved
in multi-level
protection
Assessment institutions carry out assessment and other
work in accordance with the relevant national standards and
institutional norms of multi-level protection. These standard
and norms include (but are not limited to) the following:
• GB/T 22239-2019 “Information Security Technology
Baseline for classified protection of cybersecurity”
• GB/T 28448-2019 “Information Security Technology
Evaluation requirement for classified protection of
cybersecurity”
• GB/T 28449-2018 “Information Security Technology
Evaluation process guideline requirement for classified
protection of cybersecurity”
• GB/T 25070-2019 “Information Security Technology
Technical requirements of security design for classified
protection of cybersecurity”
• GB/T 36627-2018 “Information Security Technology
Testing and evaluation technical guide for classified
cybersecurity protection”
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Upcoming data
and privacy security
regulations
In addition to the network security law, other security laws
have gone (or will soon go) into effect, further impacting
companies operating in China. For example, a data security
law was enacted in September 2021. Among other things,
this law:
• Establishes basic
systems for data security
management such as
hierarchical and classified
data management, risk
assessment, detection,
early warning and
emergency disposal

• Clarifies the data security
protection obligations
of organizations and
individuals carrying out
data activities, as well
as the responsibilities
associated with data
security protection

• Pays equal attention to data
security and organizational
growth, and locks in
measures to support the
promotion of both

• Establishes systems and
measures to ensure the
security and availability
of government data
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Article 27 of the data security law states: “To carry out data processing activities, we should establish and improve the
whole data security management system and process, organize data security education and training, and take corresponding
technical and other necessary measures to ensure data security in accordance with the provisions of laws and regulations.
When using the Internet and other information networks to carry out data processing activities, the obligation of data security
protection shall be fulfilled according to the network security hierarchical protection system.” The law clearly requires that
enterprise data compliance work should start with equal protection rights in mind.
In addition to the data security law, the People’s Republic of China Personal Information Protection Law became effective in
Nov, 2021, the following key aspects were strengthened.

Clarify the
applicable effects
outside of China

Further clarify the
principles that should
be followed in personal
information processing
activities

Improve personal
information
processing rules

Protect individual
rights in personal
information
processing activities

Strengthen the
obligations of
personal information
processors

Clarify the regulatory
responsibilities for
personal information
protection and set strict
legal responsibilities
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Multi-Level protection services from Accenture
Accenture can help with constructing hierarchical protection including: system grading, filing, self-assessment and rectification,
third-party evaluation, and continuous safe operation, as shown in the figure below.
Figure 4: MLPS compliance approach
As the business environment, infrastructure environment and the CSL requirements will change regularly to affect Client’s
compliance status, Accenture recommends that Client conduct a self-assessment once a year. The following figure shows the
assessment process to be followed when Client conducts self-assessment:
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above the municipal
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of multi-level
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meet new regulatory
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Accenture Provide End to End Security Services for MLPS Compliance
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Accenture provides end-to-end security services covering the multi-level protection construction lifecycle. Our multi-level
protection advisory services are typically delivered over a 10-week period, as shown below:
Figure 5: Sample schedule for project delivery

We aim to deliver the project in 10 weeks
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Beyond advisory services, Accenture offers a range of complementary services to help organizations meet their multi-levell
protection requirements in accordance with relevant laws. These services include:

Grading and
filing consulting
services.

Protection
level gap
analyses.

Vulnerability
scanning
services.

Network security
architecture
design service.

Information
security
rectification
integration
services.

Security
reinforcement
and optimization
services.

Security
management
system
consulting
services.

Evaluation
services.

Operations,
maintenance
and emergency
response
services.

Application
security
development
consulting
services.
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Accenture
data protection
services
In addition to our end-to-end multi-level
protection services, Accenture has the
strategic and operational capabilities to
help clients build sustainable data protection
platforms that are not only scalable and
cost-effective, but also place digital trust
at the core of compliance. Accenture also
incorporates privacy data protection into
the scope of data security governance in
conjunction with the Personal Information
Protection Law.
Accenture implements data security
governance for customers in accordance
with the Personal Information Protection Law.
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Figure 6: Privacy compliance framework
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Accenture also provides
comprehensive services for
data security governance.
These services include
evaluating the range of data
concerning customers, the
application system scenarios
and nodes that may be involved
in the process of generating
and destroying that data, the
access roles and permissions of
each node to the data, and the
possible risk points of leakage.
With our deep understanding
of the applications,
organizational enablers and
technical tools needed to
build a robust data protection
platform, we carry out
comprehensive planning and
step-by-step implementations
that meet sustainability
and security governance
requirements outlined by
PDCA(Plan,Do,Check,Action).
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Why Accenture
Clients team with Accenture to strengthen their network and data security capabilities for several reasons, including our:

Deep knowledge

Security expertise

We communicate closely with relevant departments and
fully understand the security level protection requirements.
We also maintain continuous communications with national
security management institutions at all levels, evaluation units
and scientific research institutions, supporting Accenture’s
full understanding of national level protection policies
and standards.

Our broad cybersecurity knowledge and deep industry
expertise allow us to develop next-gen cybersecurity
services to protect your business. Our comprehensive
new security technology tracking capability allows us to
effectively counter the latest security threats.

Experience

Cloud-first approaches

Accenture has helped clients build multi-level protection
service capabilities across many industries, including
manufacturing, finance, healthcare, education, and others.
Our services include system grading and filing, gap
assessments, system evaluations, rectification scheme design
and development, security management system development,
and ongoing systems operations and maintenance. Based
on our rich implementation experience, we’ve developed a
hierarchical protection knowledge base, which enables the
implementation of hierarchical protection programs.

Accenture helps you lead with a cloud-first mindset to
address the business, technology, and human dimensions
of cloud change. We have strong alliance relationships
with cloud providers Microsoft, AWS, Google, and
Alibaba, and fully understand the technical characteristics
and cloud-native security products of the various
cloud providers. We also draw on the experience of
34,000+ cloud projects in nearly every industry, to build
predictable, fast, and secure cloud solutions.
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About Accenture
Accenture is a global professional services company with leading
capabilities in digital, cloud and security. Combining unmatched
experience and specialized skills across more than 40 industries,
we offer Strategy and Consulting, Interactive, Technology and
Operations services—all powered by the world’s largest network
of Advanced Technology and Intelligent Operations centers. Our
624,000 people deliver on the promise of technology and human
ingenuity every day, serving clients in more than 120 countries. We
embrace the power of change to create value and shared success
for our clients, people, shareholders, partners and communities.

Accenture Security is a leading provider of end-to-end cybersecurity
services, including advanced cyber defense, applied cybersecurity
solutions and managed security operations. We bring security
innovation, coupled with global scale and a worldwide delivery
capability through our network of Advanced Technology and Intelligent
Operations centers. Helped by our team of highly skilled professionals,
we enable clients to innovate safely, build cyber resilience and grow with
confidence. Follow us @AccentureSecure on Twitter or visit us at
www.accenture.com/security.

The company has been operating in Greater China for over 30
years. Today, it has around 19,000 people servicing clients across
the region with offices in the cities including Beijing, Shanghai,
Dalian, Chengdu, Guangzhou, Shenzhen, Hangzhou, Hong Kong
and Taipei. As a trusted Partner of Choice for digital transformation,
Accenture is bringing more innovation to the business and
technology ecosystems and helping Chinese enterprises and
the government to embrace digitization and enhance global
competitiveness to succeed in the new era.
For more information about Accenture, please visit its corporate
homepage www.accenture.com and its Greater China homepage
www.accenture.cn.
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