Cloud technology is key to successful innovation—
it is reshaping not only where and how companies
do business, but also opening brand new business
opportunities. The power of the cloud is being
tested in 2020 like never before: for companies
that have already invested in cloud capabilities,
the instant availability of IT resources is enabling
the smooth running of business-critical activities
during the Covid-19 pandemic. Without advanced
cloud technology capability, remote working at
scale would not be possible, governments would
not be able to provide critical services to citizens
efficiently nor would healthcare providers be able
to increase the reach of telehealth services to
millions of people during the time of crisis.
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While many in the technology industry believe
that the potential of recurring “waves” of the
Covid-19 pandemic will entice more companies to
hasten their transition from traditional on-premise
applications to cloud solutions, the entrenched
concerns of many slow adopters may not fade so
quickly. The reality is that many companies across
Asia Pacific are embracing cloud technologies
slowly, and in a rather erratic fashion.
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In contrast, a recent Accenture study found that more than 90 percent
of “Leaders” in Asia Pacific are approaching the cloud opportunity more
aggressively (Figure 1).
These leaders are not waiting: for instance, Rio Tinto moved its core
enterprise IT systems—including key applications responsible for financial
management, business intelligence, enterprise resource planning, and many
other functions—to the Microsoft Azure cloud platform in 2016, as part of
a major digital transformation program. In addition to increasing agility to
respond faster to market events (including pricing volatility in commodities
and exchange rate fluctuations), Rio Tinto is also using the cloud as a
foundation to explore future possibilities for mining—think drones, IoT,
artificial intelligence and chatbots.
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Figure 1: Cloud Technology Adoption in Asia Pacific
Sample: Asia Pacific N=2603
Percentage of companies that adopted any of the following technologies
(within the last year, more than a year ago, more than 3 years ago, or more than 5 years ago)

Source: Accenture Future Systems research study, 2019.
Note: We collected data on companies’ IT systems strategies—specifically, about 1) the adoption of key technologies, 2) the penetration of technologies adopted and 3)
organization and culture. Then we scored the companies on these dimensions, calling those in the top 10% Leaders, and those in the bottom 25%, Laggards.

The future of your APAC business in the cloud

04

According to our research,
these Leaders are convinced that:
Cloud is not a
cheaper data center.

Cloud is more,
rather than less
secure.

Cloud is a game
you can control.

Cloud is a
journey you can
learn to trust.

We posit that these four reasons represent the antidote to common adoption barriers that continue to hinder many companies in Asia Pacific
from moving their mission-critical business applications to the cloud. In this paper, we offer new perspectives that can help business decision
makers adopt a more confident posture needed to succeed in their journey to the cloud.
The future of your APAC business in the cloud
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WHY
CLOUD
IS NOT A
CHEAPER
DATA
CENTER
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Why cloud is not a cheaper data center

Among the most often quoted primary benefits of cloud adoption are cost savings,
realized by using on-demand computing resources and paying only for the units
used. The opportunity that cloud technology affords is the improved ability to shift
from CAPEX (on-premise infrastructure) to OPEX (capacity-based cost of running
modernized applications in the cloud environment). With increased operational
flexibility, companies can better control their costs, especially when revenues waver.
In periods of growth, the cost savings can be directed to accelerate new value
generating projects and increase the overall innovation throughput.
The reality is that many business units
and their technology teams view
cloud as a like-for-like replacement
for their existing on-premise data
centers. This means they continue to
run key business applications in the
cloud the same way as they do onpremise. Many take a view that what
they put on cloud is static; the risk
is that these companies cannot take
advantage of new, sometimes cheaper
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and more efficient features when
they are released by cloud providers.
What is even more striking is that
some companies choose to reserve a
dedicated server in the cloud whether
such reserved capacity is needed
frequently or not.

This is comparable to
a scenario where an
individual decides to move
into a hotel and books
the same room for a fixed
period—irrespective
of the extent to which
accommodation will be
utilised. If you are not
careful, cloud may end up
being more, not less costly.
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Why cloud is not a cheaper data center

To address this issue, business leaders need to ensure that an “enterprise-wide” business case is developed for the move to the cloud
(instead of focusing on improving cost efficiency for their business applications alone). Such a broad-based, cloud business case
needs to include transformational benefits, such as increasing speed-to-market capabilities, cash flows, and innovation throughput.
To achieve transformational benefits, companies need to reconsider the commonly adopted migration strategy where on-premise
applications are “lifted and shifted” into the cloud.

What is required instead is a “move and improve” strategy that enables
companies to “run differently” than on-premise. Companies will need to
focus on and adequately invest in application modernization—the process
of taking a legacy application and reworking its internal architecture to
fully leverage broad services offered by cloud technology.
Application modernization can help transform a siloed legacy application into an elastic one, by leveraging a cloud-native
architecture that can be continuously updated and upgraded.
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Why cloud is not a cheaper data center

Cloud is not a cheaper data center.
It is a way to “run differently,” with a focus
on choosing how to best consume cloud
computing power so you can continuously
drive innovation to improve service levels,
streamline operations, reduce costs and
better enable the business.
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SECURE
The future of your APAC business in the cloud

10

Why cloud is more, rather than less secure

Inadequate security was a common reason for
companies to not embrace public cloud solutions
in the past. Intriguingly, the confidence in cloud
security has become a real incentive to make a
more decisive move in recent years.

According to a global IDG
Research survey of 600 cloudusing companies, more than
70 percent of them said that
they feel confident about
the security of their cloudbased data, and that they have
better protection with cloud
infrastructure than with any
solution they can build alone.
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This rise in confidence is not incidental:
the investments made by cloud service
providers to create state-of-the-art security
solutions have played an important
role. For instance, automated solutions
leveraging machine learning algorithms
to predict and respond to the next
generation of cyberattacks are making
it more secure for businesses to operate
in the cloud. Also, most prominent cloud
security solutions come with a single
dashboard that gives visibility into the
entire security posture allowing companies
to apply consistent threat remediation
actions across all platforms and workloads.

But organizations will need to understand
that they can’t completely buy their way out
of responsibility when it comes to security.
The default security models in the cloud
are shared responsibility models— where
the service provider ensures security of
the cloud while the customer needs to be
responsible for security in the cloud.
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Why cloud is more, rather than less secure

Major cloud service providers are investing heavily to ensure that the businesses of their customers remain secure.

For example, cloud security is the highest priority at Amazon Web Services
(AWS)—the business makes strategic acquisitions that provide state-ofthe-art solutions to clients, while continuing to build on its native offerings
like AWS Security Hub. Cloud service providers understand that even a
single security breach can have massive impacts on their reputation, and
therefore, they build security into their platforms “by design.” While cloud
service providers cannot guarantee a 100 percent breach-proof cloud
environment, the scale of their security infrastructure and talent firepower
is a considerably better option than maintaining an extensive and secure
on-premise environment.
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Why cloud is more, rather than less secure

Decisive adoption of cloud computing in the
Asia Pacific region is inextricably tied to cloud
security. Migrating to and operating in the
cloud is a far more secure proposition than
operating on-premise, especially for those
companies that lack the resources to invest in
home-grown security capabilities.
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Why cloud is a game you can control

When it comes to technology investments, in many
companies, the decision making is shifting to the
respective business units. This increasing decentralization
has its advantages but at the same time, it is creating
complexity in this multi-cloud world, where companies
use numerous interoperable public clouds and on-premise

data centers. Not all applications and their data might
be fit for cloud and should instead be located on-premise,
in order to adhere to regulations around data sovereignty.
This is especially pronounced in financial services,
telecommunications, energy, mining and government
services.

As sensitive data is collected it becomes vital to trace the location and
movement of that data and ensure compliance to regulations. For instance,
Call Data Records (CDR) are mandated to stay within many countries
where such data is collected by telecommunications companies. This is
where “guardrails” are needed to help enforce enterprise cloud-related
practices in a more consistent manner.

The future of your APAC business in the cloud
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Why cloud is a game you can control

These guardrails will be part of a new form of cloud governance
that will balance the value that decentralization brings with the
consistency that compliance warrants. While the business units
need to assume responsibility for investments, and for ensuring
optimum utilization of cloud services, the group CIO function
will need to make sure that the vendor selection process is
diligent, and subsequently that the cloud provider adheres to

all compliance and regulatory requirements. Striking the right
balance between too many guardrails on cloud usage (which
would disempower businesses) and too few guardrails (which
would mean risk of financial loss or even a legal dispute) will
require a planned evolution of governance and operating
models within companies that are getting ready to move to
the cloud.

As the regulators in Asia Pacific (for example, Australian Prudential
Regulation Authority, Monetary Authority of Singapore) take a more open
stance on the use of cloud, business leaders have a clear accountability to
not only choose the right partners, but also to implement the appropriate
guardrails to help manage the inherent risks.

The future of your APAC business in the cloud
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Why cloud is a game you can control

As multi-cloud gains traction,
there is a need for appropriate
guardrails at the enterprise
level to govern compliance
and introduce new best
practices that can help
companies take advantage
of the best of each cloud
provider in this increasingly
complex environment.
The future of your APAC business in the cloud
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Why cloud is a journey you can learn to trust

Before the emergence of the cloud technology giants—Amazon, Google, Microsoft, Alibaba—
companies in Asia Pacific working with smaller vendors and developing custom software
applications were forced to engage in time-consuming tasks like server management,
and security configuration. As a result, costs seemed exorbitant compared to the value
generated, eventually creating a perception that getting locked-in with a specific vendor
is a high-risk proposition.
In contrast, large cloud technology
providers with commanding scale in
Asia Pacific and globally have invested
substantially in order to abstract away
many of the complexities that traditionally
came with building custom software
applications with smaller vendors. This is
enabling many companies to pursue
ambitious projects that allow them to
create new business models at speed
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without being weighed down by legacy
system constraints. By leveraging a cloudnative approach, these companies are
able to create new applications (using
microservices and containers) that power
innovative offerings from the cloud,
making them available sooner and in line
with evolving customer demands.

A cloud-native
application is designed
specifically for a cloud
computing architecture,
as opposed to simply
being migrated to
the cloud. It enables
rapid adoption of new
technologies and
business processes
to ensure agility in
responding to new
market opportunities.
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Why cloud is a journey you can learn to trust

For example, Fukuoka Financial
Group (FFG), a regional bank
in Japan plans to launch
“Minnano-Ginko”—a digital
only bank—with the aim to
replicate its regional success
to the national level. With a
significant proportion of the
regional population in Japan
moving to cities, this initiative
is a key strategic move for FFG
to remain competitive in the
future. FFG has partnered with
Google Cloud and Accenture
to successfully navigate this
transformation.
The future of your APAC business in the cloud

Another advantage is that large cloud
service providers are nimble enough to
physically move closer to the enterprise.
This regional provisioning trend gives
Asia Pacific organizations the confidence
of high availability, low latency and is an
acknowledgement of the significant needs
to be compliant to local regulations on
data sovereignty. Cloud service providers
are working hard to gain and keep the
trust of their customers. For example,
Microsoft, despite already having two
regional data centers in Sydney and

Melbourne, has set up a new data center in
Canberra—the capital city in Australia—to
better serve mission critical workloads
of government and critical infrastructure
providers. In Indonesia, Alibaba Cloud has
announced the launch of two cloud-native
services in June 2020, to help businesses
across gaming, media, e-commerce,
finance and education meet the increasing
demand driven by the Covid-19 crisis.
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Why cloud is a journey you can learn to trust

The future success of companies in Asia Pacific
and their cloud technology providers as well as
partners is undeniably entangled. To succeed,
there is a need to develop a trusting, symbiotic,
longer-term relationship.
While the history of network-based computing dates
back to the 1960s, the first use of the term “cloud
computing” was by former Google CEO Eric Schmidt
just a year before the first tremors of the global
financial crisis. What has changed since then is the
growing power of cloud computing to drive innovation
and unlock transformational value for those who
embrace it. While many companies in Asia Pacific have
experimented with various cloud solutions over the
years, they have not followed through with the same
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determination as the Leaders in this region and in
other markets. That is likely to change with what were
earlier barriers to cloud adoption—value, security,
control and trust—fast becoming strong incentives
for decision makers to move their businesses to the
cloud, at a considerably higher speed. The first step is
to acknowledge that cloud is not just an exploratory
journey—it is the future of business that requires a
more confident posture and executive commitment.
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