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Introduction
There is no doubt that financial crime poses a significant threat to the
integrity, stability and development of the financial services industry and
societies at large. Be it cyber fraud, money laundering, terrorist financing,
rogue trading, bribery or corruption, history is replete with the trail of
economic devastation left by financial crimes. And now, with the advent of
advanced technologies, the regularity and sophistication of financial crime
have increased considerably—turning it into a trillion-dollar industry!1

1. https://www.weforum.org/agenda/2018/01/we-need-to-talk-about-financial-crime/
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Some recent examples can help
us gauge the scale and impact of
financial crimes. HSBC Holdings
paid a record fine of US$1.92 billion
to the US authorities in 2012 for
money laundering lapses in Mexico
as well as sanctions violations.2 More
recently, a 2017 investigation into
the Estonia branch of Danske Bank
uncovered around US$223.07 billion
worth of suspicious transactions
with and from sources in Russia
and Azerbaijan. No wonder it was
described as the largest money
laundering scandals in Europe, and
possibly, the world.3
Interestingly, such violations often
go undetected for long periods of
time and are only discovered after
substantial damages take a huge
toll on organizations’ financials and
reputation. Common reasons cited
from subsequent investigations
are deficiencies in controls and
governance, passive and manual
processes, insufficient resources for
monitoring and high dependencies
on human judgement. In addition,
the Fourth Industrial Revolution,
driven by next-gen technologies,
has enabled financial institutions
to boost their gross sales through
digital payments and omnichannel
offerings. But the moot question
is, how do they sustain that growth
while adhering to the changing
regulatory landscape and preventing
financial crimes?

Regulatory Technology,
or RegTech, harnesses
information technology
to enhance regulatory
processes in the
financial sector. It
can transform how
organizations defend
themselves against and
fight financial criminals.
Advancements in data analytics
and technologies such as artificial
intelligence (AI), machine learning
(ML), robotics automation and
blockchain have resulted in the
creation of tools that ensure
high-quality deliverables at lower
costs for both regulators and the
regulated. Through this paper,
Accenture aims to explore the
challenges faced by regulators and
the regulated in the fight against
financial crimes and how RegTech
can be leveraged to overcome
them. With relevant examples of
matured and evolving capabilities
of RegTech, this paper will exhibit
how Accenture can help financial
institutions embark and sustain their
RegTech journey.

2. https://www.reuters.com/article/us-hsbc-probe/hsbc-to-pay-1-9-billion-u-s-fine-in-money-laundering-case-idUSBRE8BA05M20121211
3. https://www.forbes.com/sites/francescoppola/2018/09/26/the-tiny-bank-at-the-heart-of-europes-largest-money-launderingscandal/#663fd72c2805
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Knowing your
terrain is half the
battle won
In a 2017 report by Thomson Reuters, 53% of the financial
services firms surveyed globally were expecting a slight or
significant increase in their overall compliance budget in the
coming year. This proportion went up to 61% in their latest
report in 2018.4
To a large extent, the increase
in compliance cost is attributed
to the ever-growing complexity
in requirements and processes
to identify, monitor and report
suspicious activities and financial
criminals, whose modus operandi
and profiles are continually evolving.
These complexities further put
immense pressure on the capacities
of both regulators and the regulated
to manage a huge volume of checks,
reviews and reports. Statistics have
shown that Suspicious Activity
Reports (SARs) volumes increased
by 55% over the past three years,5
while false-positive rates across
banks’ fraud transaction monitoring
systems hover between 75%
and 90%.6

The situation is further aggravated
as financial institutions lack the
capacity to monitor all systemgenerated alerts. As a result,
institutions monitor only a miniscule
number of alerts undergoing actual
monitoring and even a lower volume
for quality. On the other hand,
while financial institutions and their
regulators are adopting various
initiatives and regulations to prevent
financial crimes, such efforts
without careful assessment
of impacted processes, data,
technology and people often end
up being counterproductive. The
result? Such lapses may pave the
way for criminals to exploit the
loopholes further.

4. https://legal.thomsonreuters.com/en/insights/articles/cost-of-compliance-2018-report-your-biggest-challenges-revealed
5. https://www.fincen.gov/
6. https://www.celent.com/insights/182164699
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For example, let us say a
bank takes ten days to review
all relevant procedures and
approvals before realizing that
an overseas remittance was
illegal. But by then, terrorist
groups would have already
withdrawn the transferred
amount and purchased
weapons in the black market.
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RegTech:
The latest weapon
in the armory
With technologies such as AI, ML,
robotics, blockchain and biometrics,
RegTech can enable regulatory
compliance to become both the
sword and shield against financial
crimes. Such a benefit not only
reduces the burden of cost and
complexity, but also augments
capacities of regulators and the
regulated by automating compliance
processes, most of which are still
manual, error-prone and biased.

The initial signs of success are
quite visible. Banks in the US using
advanced analytics have reported
a 30% reduction in annual labor
costs and a 25% reduction in false
positives.7 An Australian bank used
AI and natural language processing
(NLP) to interpret and convert 1.5
million paragraphs of regulations
into a series of “bite-sized”
and actionable tasks, reducing
significant time and costs spent on
organizing these regulations.8

The value RegTech brings to regulators and
the regulated
Data analytics – the lifeblood
of regulations
To meet regulators’ prospects,
banks essentially store, access and
process data on a measure never
previously predicted. Data sets
must be deep, accurate, and their
contents should be able to be
cross-examined, viewed and
operated with much more flexibility
than earlier, with different potentials
and for different purposes. RegTech
provides not just solutions to

report or monitor for banks to
remain compliant but also provides
solutions constructed around the
data. On the one hand, advanced
technologies make a significant
positive impact on alternative
data sources, enabling better
decision-making and rigorous
research and processing of
unstructured data for intelligent
management. On the other
hand, advanced technologies are
interactive, adaptive, governed,

7. https://www.accenture.com/us-en/service-banking-financial-crime-analytics-utility
8. https://www.finextra.com/newsarticle/31721/cba-and-ing-partner-on-regtech-pilot
8 | REGTECH

collaborative and intelligent, and
thereby reducing the complexity,
accelerating time to analysis and
adding value to the ETL/data
cleansing process.

Preventing risks is better
than resolving risks
Security analysts in large
organizations receive thousands of
threat alerts and notifications daily.
The challenge lies in determining
which vulnerabilities pose the
highest risk. With RegTech’s
advanced risk scoring technology
and advanced analytics, each
susceptibility can be attributed
to a threat score and prioritized,
monitored and treated before an
attack occurs.

Catch them early
With real-time capabilities to analyze
data, RegTech can completely
change the compliance efforts of
financial organizations. Advanced
data analytics allows RegTech to
analyze using multiple methods,
such as scenario analysis, regulatory
ecosystem analysis and real-time
user engagement analysis, across
the globe. As a result, firms now
can identify risks, issues and
opportunities to proactively.

ahead of criminals. It achieves this
by adding tremendous value to:
• Anti-Money Laundering (AML)
through intelligent applications
• Anti-Transaction Fraud through
a single-risk platform for end-toend fraud prevention
• Trade surveillance through
blockchain technologies
enabling businesses to transact
directly, seamlessly and securely
• Communication monitoring
through ML and behavioral
analytics enabling overall
improvements in the AML sector

Managing customers
more efficiently
Through digitization, RegTech can
bring high levels of efficiencies
into client lifecycle management
processes such as Global KnowYour-Customer (KYC), AML and Tax
Engine, customer onboarding and
lifecycle management (reduction of
onboarding time by 82%),
digital client/account
journeys and experiences
(34% cost savings in
auditing) and
automated client
orchestration.9

Every move you make,
we’ll be watching you
RegTech influences advanced
transaction monitoring and
surveillance capabilities to help
financial organizations stay a step
9. https://www.fenergo.com/resources/videos/regulatoryonboarding-the-fenergo-way.html
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The value RegTech brings into digital currencies
Making transactions safer
RegTech drives complete
transparency in the transactional
history of each bitcoin address,
making every virtual currency
transaction safer for financial
customers.

Separating the wheat from
the chaff
RegTech enables financial
institutions to proactively block
known bad and blacklisted
addresses from sending or
receiving funds.

Uncovering the real McCoy
With the power of digital identities,
organizations can now screen
individuals associated with the
bitcoin address for real-time
regulatory compliance, preventing
bad actors with unwarranted access.

Keeping risks in check
RegTech helps in building
comprehensive compliance risk
management solutions that allow
reputation scoring based on various
data attributes for accurate risk

assessment and decision-making.
It also helps keep a tab on potential
online threat sources such as
ransomware, peer group analysis,
historical deviation of transactions,
fake Initial Coin Offering (ICO),
stolen token, detect transactions
with illegal sources of funds, global
currency exchanges, ATMs, money
laundering addresses, dark market
sites, online gambling shops and
criminal addresses.

Weeding out the rogue
addresses
RegTech allows organizations to
proactively prevent anti-financial
activities by leveraging the latest
Office of Foreign Assets Control
(OFAC) lists that includes blacklisted
bitcoin addresses.

Whose bitcoin is it anyway?
Through a digital identity, RegTech
helps organizations track numerous
payment instruments a customer is
associated with, including bitcoin
addresses. What this means is it
is now easier to keep a tab on an
individual’s financial transactions
from a blacklisted bitcoin address.

Following the bitcoin trail
Blockchain helps RegTech keep
a track of a bitcoin’s origination,
it’s journey so far and its
association with dark markets,
ransomware, criminal enterprise
and sanctioned individuals.

The RegTech
ecosystem
Risk Management

Identity Management

Risk analysis

Identity verification

Risk monitoring

Client screening (KYC, OFAC)

Risk scoring

Regulatory onboarding

Counterparty risk

Data management

Stress testing
1

2

Customer due diligence

Value Drivers

5

1

Lower cost of compliance

2

3

4

5

6

Enhanced governance
Accelerated time to market
Scalable, integrated solutions
Enhanced user experience

Transaction
Management

Regulatory
Reporting

Lower risk
Competitive advantage

Build real-time reports

Transaction monitoring

Distribute regulatory reports

Auditing

Data management

Post trade control solutions

Pre- and post-trade reporting

Anti-fraud solutions

Treasury and EMIR reporting

AML screening
1

2

3

5

1) AI/ Machine
Learning

1

2) Big Data
Analytics

3) Automation
/ Robotics

5) Cloud

6) Biometrics

2

3

5

4) Blockchain
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Technologies that have matured

Artificial intelligence/
Machine learning
These technologies utilize data
mining, pattern recognition and
NLP to provide enhanced
surveillance of trades and
transactions. The extension from
NLP to a solution based on semantic
models may someday create a
standard language for regulatory
requirements. Quantexa, Ripjar,
SAS and Fenergo are examples of
companies in the Africa and AsiaPacific (AAPAC) region that are
developing AI-based solutions.
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Big data analytics
Financial institutions can gain
powerful insights to analyze
data sets and draw meaningful
conclusions to make informed
business decisions. Quantexa, Ripjar,
YARN, MapReduce, Kafka, Spark and
HBase are companies in the AAPAC
region that are delivering solutions
based on big data analytics.

Robotics and Automation
Apply RPA to simplify manualintensive tasks such as processing
inputs for KYC/AML, entering
structured data while opening
accounts, generating reports to
support more complex decisions.

Technologies that continue to evolve
Blockchain
The distributed ledger technology
can potentially help banks save
billions in cash by intensely reducing
processing costs. It enables Bitcoin,
Litecoin, Dogecoin and other
virtual currencies to be transparent,
anonymous and secure. Many
countries have strict regulations on
the source of funding and spending
patterns, for example, India’s Foreign
Contribution Regulation Act (FCRA).
Blockchain and related technologies
can simplify compliance with

such regulations by making fund
utilization and reporting more
transparent and compliant.

Regulation as a Platform
(RaaP)
The Australian government
developed a proof-of-concept to
show how business regulation could
operate as a platform and support
a range of software and services to
reduce the burden at the business
level (see figure 2).

Figure 2: Regulation as a platform

POTENTIAL RESEARCH AREA:
REGULATION AS A PLATFORM (1/2)
VC Interest

Market Need

• To maximize the
value of regulation
and public data for
the benefits of all
• Transform regulatory
rules into digital logic

Industry
Relevance

• Potential to support
a growing ecosystem
of regulation tools
and services on
digital platform

Regulation
as a
Platform

• Potential investment
area for VC/PE firms
• Example: National
Innovation and
Science Agenda of
Australia has invested
US$75 million in Data61

Accenture
Relevance

• Developing APIs to
provide free and open
access to legislation
and regulation
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Digital currency
Bitcoin is currently not an official
financial instrument subject to
US trading regulations. However,
with the digital currencies gaining
importance in future trading and
investments, there is a strong
possibility that bitcoin will play a
vital part in the new regulations.
Whenever these new regulations
kick in, investment banks that
trade in Bitcoin futures will need
to invest in technology to monitor
communications around these

new transactions, and identify and
prevent market abuse, fraud
and collusion.

Biometrics, AI and
behavioral analytics in
fraud prevention
New advances in biometric
technology, mainly used in digital
identity, are paired with deep
learning or blockchain to ensure
KYC compliance, data privacy and
security-oriented regulations (see
figure 3 and 4).

Figure 3: AI in fraud prevention

POTENTIAL RESEARCH AREA: AI IN FRAUD PREVENTION
Market Need

VC Interest

• 21% of companies in the kroll
Annual Global Fraud and
Risk Report said they were
affected by a regulatory or
compliance breach

• Growing VC/PE Funding
for RegTech startups in
this area – up from 14% in
2014 to about 49% in 2016

AI in Fraud
Prevention

Industry Relevance

• Potential for application
across industries and not just
financial services. Healthcare
and government services are
potential application sectors
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Accenture Relevance

• Fits in with existing
Accenture solutions
and expertise in AI and
Intelligent Processing and
compliance as well as the
Labs AML 2.0 project

Figure 4: Behavioral analytics in fraud prevention

POTENTIAL RESEARCH AREA:
BEHAVIORAL ANALYTICS IN FRAUD PREVENTION
Market Need

• Behavioral analytics prevents
illicit transactions thus saving
untold amounts of financial and
reputational Loss. IDC predicts
that in 2017, behavioral analytics
across compliance, fraud, and
cyber detection and prevention
will be in place at 15% of banks,
helping them to avoid losses,
regulatory fines and sanctions

VC Interest

• Behavioral analytics startups
have raised close to US$300
million in funding. This
space is of special interest
to investors due to its vast
application across industries

Behavioral
Analytics
in Fraud
Prevention

Industry Relevance

• Has huge potential for
application across industries
such as e-commerce, travel,
hospitality and more

Accenture Relevance
• Fits in with Accenture’s
current focus on security
and its Accenture Cyber
intelligence Platform

Cloud and APIs
With Europe and UK regulators
mandating banks to create open
APIs, there would be an increased
focus on how secure these
technologies are and do they
comply with financial regulations.
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Getting
battle-ready
Financial institutions must consider a myriad of factors before
starting their RegTech journey, while also determining what
value does RegTech add to their businesses.
Setting the right
expectations
Organizations must have clarity
on the outcome and return on
investment (ROI) while embarking
on such a critical transformation
journey. While a new client lifecycle
management system will enable
prospective customers to submit
their KYC documents electronically,
it may not translate into faster
account opening due to external
factors, such as actions of potential
customers. In addition, organizations
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must also conduct adequate market
research and reviews, and vendor
demonstrations, and request for
demos or trials before adopting
a particular technology.

Focus not only on the
technology but also on
processes and people
The full potential of a technology
can only be realized when it is
integrated with the right processes
and people. To make the most

of their RegTech investments,
an organization and its analysts
should focus on a how a technology
can augment a specific task. In
addition, they should also see
this as an opportunity to revisit
their businesses and front-to-end
processes and envisage a new
optimal operating model.

Data (and data quality) is key
RegTech often involves
the collection, processing,
transformation and/or interpretation
of data. However, financial
institutions globally are often
plagued by issues over the
completeness, accuracy, validity
and general quality of data. In
addition, some RegTech tools
may demand data that are not
readily available and thus require
remediations, which can be timeconsuming and costly. Therefore,
organizations must address data
requirements and quality issues
before committing, or at the very
least, consider them as critical
dependencies for implementation.

Adopt a customer-centric
approach
The customer is the business, and
customer experience (CX) has
now become a key determinant of
success for a digital transformation.
While RegTech tools often involve
strengthening of one’s defense
against rogue customers, enhancing
CX should always remain the priority.

While regulators can utilize
some RegTech tools to
perform their supervisory
and surveillance roles, they
can also contribute through
incentives and policies that
promote the development
and adoption of RegTech. In
2018, the Monetary Authority
of Singapore (MAS)
established a regulatory
sandbox for financial
institutions and FinTech
players “to experiment
with innovative financial
products or services in a
live environment but within
a well-defined space and
duration.”10 Australia, Hong
Kong, Malaysia and Thailand
have also introduced similar
initiatives.11 While not
restricted to RegTech tools
and products, the sandbox
environment can encourage
the conceptualization and
development of solutions
to address the growing
complexity of financial crimes.

10. https://www.mas.gov.sg/development/fintech/regulatory-sandbox
11. https://www.bakermckenzie.com/-/media/files/insight/publications/2018/01/qrg_ap_regulatoryfintech_jan18.pdf?la=en
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Accenture: your
trustworthy ally
Accenture is competitively positioned in the marketplace
to understand, support and resolve key financial crime
challenges and transform your compliance business. What
makes us unique is our multi-pronged approach to address
regulatory compliance challenges.
Building on our experiences of
process, data and technology
transformation as well as strategic
partnerships, we can bring the
right skills, experiences and
industry insights to drive significant
business outcomes while managing
regulatory compliances. Our
capabilities and processes have a
proven track record of increasing
operational efficiency, enhancing
cost reductions and improving
risk management.
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Accenture has a strong and growing
Financial Crime Risk practice around
the globe. Our comprehensive
offerings, for example, Proof of
Concept (PoC), E2E Consulting and
Compliance as a Service (CaaS),
can be combined into a right
engagement structure to fulfill
client-specific requirements. In
addition, Accenture has a range
of new commercial, value-based
pricing models to ensure the focus
remains on delivering outcomes and
benefits to clients.

Accenture’s Financial Crime Transformation offering
comprises five key components:
Component

Mechanism

Benefits

Advanced
analytics and ML

Using advanced
techniques and
approaches to
reduce false positive,
improve detection and
increase operational
effectiveness

Improve operational
efficiency

Process and
operational
transformation

Eliminating effort
wastage in operations
by streamlining
processes,
optimizing locations
and enhancing
investigator
performance

Component and
cloud-based
technologies

Creating new and
dynamic technology
environments to serve
the data and analytics
needs of modern
financial crime
functions

Intelligent
automation

Creating automated
solutions to aggregate
and present data
efficiently, eliminating
manual effort

Strong data
foundation

Key capabilities
that together form
an intelligent data
foundation – all driven
by data value

Reduce efforts

Enhance quality

Improve compliance

Reduce volume
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Blowing the
victory bugle
With each passing day, financial
crimes are becoming more
sophisticated, technology-centric
and anonymous. RegTech promises
to help financial institutions adapt to
the changing regulatory landscape
by providing technologically
advanced solutions that address
the ever-increasing demands of
compliance. The time has come for
individuals, financial institutions and
regulatory bodies to move towards
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a RegTech-inclusive ecosystem
and platform-based architecture.
And the sooner it happens, the
easier it would be to take this global
challenge head-on before the entire
financial ecosystem gets affected
beyond repair.
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