Beating the Biometric Fraudsters
Defining an identification
strategy to combat fraud and
achieve high performance

The potential for biometrics to strengthen identity
matching and enable new business models is
undisputed.
Biometrics is the third factor—“something you are”—
in the classic authentication1 model, effectively tying
a person to an identity claim and enabling identity
recognition far superior to that offered by password,
PIN, or card-secured systems.
However, as biometric technologies become more
widely used, the inducement to attack those
biometric-enabled systems grows. With biometric
technologies now being employed in international
travel, bank automated teller machines, and even
school lunch payments, how can we be sure that we
can trust that biometric information is valid? And
what happens if that trust is misplaced?
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http://www.itl.nist.gov/lab/bulletns/bltnaug04.htm
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Fast foward to fraud
The first biometric systems to be
adopted at scale were those used by
the law enforcement community to
capture and compare fingerprints from
criminals, crime scenes, and suspects.
These systems were closely supervised
in use, giving little opportunity for
fraud. More recently, biometric
technology has matured to provide a
flexible and cost-effective answer to a
whole range of business scenarios and
implementations; in airports, on the
high street, in offices, and embedded
in mobile devices. With biometric
identification offering business
benefits such as improved facilitation,
enablement, and automation, the
world is seeing tremendous uptake of
this technology, and, along with that
adoption, a tendency toward lighter
scrutiny of where and how it is used—
increasing a vulnerability to fraud
attempts.
With limited emphasis on biometric
fraud detection capabilities, serious
criminals and petty opportunists
are taking advantage (Figure 1).
Specifically, “biometric fraudsters”
attempt two kinds of attacks:
• Impersonation: an imposter seeks
to be incorrectly recognized as a
different, legitimate user

• O
 bfuscation: a user manipulates
his or her own biometric traits to
avoid recognition.
Fraud is a serious business—especially
when it involves personal identities.
In practice, attacks can include
coercing legitimate users, creating
fake samples, or making use of
mutilated body parts. The most
desperate biometric fraudsters resort
to surgery, risking permanent scarring
(face or fingerprints), blindness (iris)—
or worse.
Biometric systems are far from
invulnerable, as recent events have
shown (see sidebar “Serious spoofs”).
At the same time, the barrier to entry
for criminals is lowering. Benefitting
from the same technology advances
(and cost reductions) that have
enabled cyber-criminals to crack
systems on the other side of the
world, and the proverbial teenage
hackers to perform denial-ofservice attacks from their bedrooms,
biometric fraudsters can now readily
access the technology to tamper
with biometric documents, create
biometric spoofs, and test their
results—all from the comfort of their
own homes.
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Figure 1. Risk matrix, illustrating the increased overall risk to which biometric systems are exposed today as a
result of not only the increased likelihood of an attack occurring, but also the increased potential impact of
such an attack.
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Serious spoofs
•

In January 2012, a journalist from the
Mingpao Daily successfully spoofed a
biometrics device at the self-service
immigration clearance e-channel
system at the Hong Kong-China
border using a $14 fingerprint cast
bought on a popular retail website.

•

In 2010, a young Asian man disguised
himself as an elderly man on an Air
Canada flight from Hong Kong to
Vancouver in an attempt to claim
asylum in Canada. Even though
he used a realistic-looking mask, he
was reported to police while still on
board—betrayed by his young-looking
hands.

•

In October 2008, a group called “The
Hacker’s Choice” released a video
showing a cloned electronic passport
being read by a self-scanner at a
Dutch airport, and displaying the
details and face photo of one Elvis
Aaron Presley.

•

In 2007, Dr. Jose L. Covarrubias, a
United States citizen and plastic
surgeon, was arrested after replacing
the fingerprints of an alleged drug
dealer with skin from the bottom of
his feet.

Are any modalities immune?
There are many ways that fake
fingerprints can be created, but what
about some of the newer biometric
modalities? Are any of these immune
to spoofing attacks? It seems not. In a
recent assessment, Accenture reviewed
state-of-the-art biometric modalities
and discovered that they can all be
spoofed today, some more easily than
others. Fingerprint, face, and voice
recognition systems appear to be the
most commonly affected by biometric
fraud, due to their wide deployment;
however, iris, vein, and even DNA-based
systems are also vulnerable to attacks.
For those looking to create systems
resistant to biometric fraud, the
situation is complex. A typical
approach to defer the fraudster is
to opt for a multi-modal biometric
system; while this is an excellent first

step toward reducing vulnerability,
recent studies have shown that even
multi-modal biometric systems can
be breached.  Often, successfully
spoofing the single modality that is
considered the most reliable (and has
the highest weighting in the matching
calculation) can be sufficient to fool
a simple multi-modal system. System
vendors are alert to this possibility,
and have incorporated analytical
features, additional data (for example,
“soft biometrics” such as gender,
age, height) and more sophisticated
biometric fusion algorithms into their
more advanced products to reduce
this risk; yet it is apparent that multimodality alone is not a panacea to
safeguarding identity. We need to
look further if we are to successfully
combat biometric fraud.
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Turning the tables on fraudsters
So, how can we maintain trust and
beat the biometric fraudsters? Which
countermeasures can system architects
deploy to make their systems resilient
to attack?

specific defenses that can be used
to strengthen a biometric system’s
resistance to fraud attacks can be
determined from the following three
elements:

First, let us take a step back and
consider the system to be protected.
Depending on the business purpose of
the system, and the exposure it has to
the outside world, it will be at more
or less risk, and may or not require
significant fraud detection capabilities.
There are costs associated with frauddetection measures, not only in terms
of increased solution complexity,
but also their potential to decrease
user convenience and increase the
level of false alerts raised by genuine
users. As a result, fraud-detection
measures should only be applied when
a high level of security is required. As
illustrated in Figure 2, there is often
a correlation between a system’s
biometric accuracy requirements
and the fraud-detection capabilities
required; high-security applications
generally demand stringent accuracy
and need effective, potentially more
intrusive fraud-detection measures,
while low-security applications are less
stringent, and can—and often should—
do without them.

• F unctional decisions, usually made
at the design stage, such as the use
of multi-modal biometrics, or the
combination of biometrics with
behavioral characteristics or other
authentication factors such as PIN
codes or tokens

With these considerations in
mind, it is important to choose
your countermeasures wisely. The

• O
 perational decisions, such as
the approach to be taken to
deter fraud attempts before
they are conceived, the level of
supervision that should be applied
to the system, the strategy to be
adopted to “stay ahead” of the
threat (analogous to anti-virus
Low-risk
applications

False Accept
Rate (FAR)

Second, it is important to recognize
that there is no “silver bullet” solution
to the challenges presented by
biometric fraud. No one biometric
fraud detection technique is sufficient,
as each difficulty can be surmounted
with the appropriate knowledge. While
multi-modality is helpful approach,
it is far from being a sufficient
countermeasure on its own. “Defense
in depth” is key—attackers must be
presented with a series of varied and
unpredictable barriers, making their
work not only considerably more
challenging, but also impossible to
systemize.

• T echnical capabilities such as
biometric anti-spoofing and
liveness-detection algorithms,
advanced analytics capabilities,
cancellable biometrics, templateprotection algorithms, etc.

management today), the security
upgrade/patching plan, etc.
When designing the biometric fraud
detection approach, there are many
factors to take into account, such as
the increased cost and complexity of
the solution; a possible dependency
on specific hardware or software
components, some of which are likely to
be proprietary, and might limit future
evolutions; the anticipated impact on
system performance (potentially both
speed, and accuracy) on user convenience
and so on. Accenture believes the path
to effective biometric fraud detection
is a delicate balancing act between the
complexities of security and facilitation;
getting this balance right, consistently,
is possible through the use of smart
solutions that improve the way society
works and lives.
Finally, a cost/benefit analysis is a
necessary step, to balance the anticipated
costs of implementing the proposed
biometric fraud countermeasures with
the expected benefits to be gained
from reduced biometric fraud. Many
of these benefits are intangible, such as
maintaining user trust and organizational
reputation, so inevitably, much of this
cost/benefit analysis may be qualitative
as well as quantitative.

Strong fraud detection required
Convenient fraud detection required
Fraud detection may not be required

High-security
applications

Consumer
Applications
False
Reject Rate
(FRR)

Figure 2. The approach to fraud detection varies according to the type of biometric system.
Note: systems optimized for low-risk scenarios are typically tuned to prioritize the user experience, and
accommodate a higher False Accept Rate (FAR); fraud-detection capabilities may not be required, given the low
benefit to fraudsters of fooling such systems. For middle-of-the-road, consumer applications, fraud-detection
may be appropriate, so long as it remains unobtrusive for the user. For high-security systems, normally skewed
towards a higher False Reject Rate (FRR) and with more valuable payloads to protect, strong fraud-detection is
likely to be a necessity
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Fraud detection—a shared responsibility
All the stakeholders in a biometric
solution—business owners, biometric
system vendors, system integrators, and
indeed, the end-users—have a vested
interest in the system being resistant
to fraud. As biometric systems adopt a
fundamental role in modern life, fraud
resilience becomes a more urgent need.

Where it works

BAA/UK Border Agency automated
border clearance

Accenture has unparalleled experience
in employing biometric technologies
around the world:

Effective biometric fraud detection
requires a diverse set of capabilities—
organizational, business-focused, and
technical—as well as a broad range
of third-party vendor, academic, and
standards-body relationships. In short,
if a secure identity solution is to be
achieved, organizations need to adopt a
holistic approach; one that integrates not
only robust biometric fraud detection,
but also more traditional IT security
techniques and processes.

The Unique Identification Authority
of India’s (UIDAI) Aadhaar program
will provide a unique identification
number for the nation’s 1.2 billion
citizens. The aim is to use the program
as an identification framework for
various government schemes and
provide financial inclusion for socially
disadvantaged citizens. The Aadhaar
program is being rolled out over the
next decade and aims to process
hundreds of thousands of identity
validation requests each second
against the world’s largest database of
individuals.

Leading airport company BAA is
involved in almost every aspect of
the day-to-day running of six United
Kingdom airports and a number of
overseas airports. With a remit to work
closely with travelers to give them an
enjoyable passenger experience, BAA
approached Accenture to undertake
a trial to prove a secure, streamlined
and workable business process for
automated border crossing, before
planning to implement the solution
more broadly.

Accenture has a strong track record of
innovation in the biometrics and identity
space, which means that we are uniquely
positioned to help organizations employ
biometric technologies to achieve high
performance.

Unique ID Authority of India
Aadhaar program protects privacy

The UID uses multiple types of
biometric data for identification,
including iris scans, fingerprints for
all 10 fingers, and multiple facial
images. Since 2011, around 170 million
citizens have been enrolled, making it
the world’s largest biometrics-based
database. The system is processing
around 1 million enrollments every day
at its peak, using the services of three
different biometric service providers—
including an Accenture-led consortium.
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Working with BAA, Accenture has
introduced banks of automated
e-Passport gates at Heathrow Terminals
1, 3, 4 and 5. These are being used in
this busy airport by European Union
passengers who are over the age of 18
and own an e-Passport—a combined
paper and electronic passport
containing biometric information
that can be used to authenticate the
identity of the traveler.
The automated border clearance
solution has offered London Heathrow
benefits such as ease of use for greater
customer satisfaction, intelligenceled border control, enhanced security
and increased capacity. The twelve
operational gates are now processing
in excess of 250,000 passengers
a month. The automated border
solution epitomizes the way Accenture
applies innovative, state-of-the-art
technologies and integrates them
into an end-to-end solution that
helps organizations achieve high
performance.

Find out more
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