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SUMMARY 

This report details iDefense's analysis of a malicious RAR file found in the wild that is likely 

associated with the POND LOACH threat group's development of the BADCAKE malware family. 

ANALYSIS 

Intended Audience 

This Intelligence Alert (IA) is intended to help inform decisionmakers operating in targeted regions 
and verticals; such decisionmakers include security operations center (SOC) and intelligence 
analysts, security engineers and senior leadership. 

How to Use This Intelligence 

This IA is intended to provide technical information about BADCAKE threat activity to help 
cybersecurity professionals better understand POND LOACH’s threat behavior and help identify 
related indicators of compromise (IoCs). SOC and intelligence analysts may want to use the 
information provided in this report for hunting activities, such as infrastructure enumeration and 
malware analysis. Additionally, security engineers may want to use this information to create or add 
to existing capabilities to detect suspicious network activity that may indicate initial compromise by 
and lateral movement of the adversary. Finally, management and executive leadership may use this 
information to assess the risk associated with the threat described herein to make operational and 
policy decisions. 

How This Intelligence Helps Address Existing or Potential Threats 

Understanding POND LOACH’s tactics, techniques and procedures (TTPs) may help to detect initial 
compromises and may prevent the spread of malware, ransomware or other threats throughout a 
company's internal network. 

ASSESSMENT 

iDefense analysts recently discovered a malicious RAR file found in the wild that analysts believe is 

likely associated with the POND LOACH threat group. This document contains a malicious EXE file 
that analysts believe is likely associated with the BADCAKE malware family. The following are the 
properties of the RAR file that iDefense observed: 

• MD5: 44a1ce2905f7ac10849488f9591d4026 

• Filename: Bai viet dang len bao.rar 

• File Type: RAR 

• Size: 1.4 MB (1,496,684 bytes) 

• Modification Timestamp: 2017:08:07 03:13:10 (August 7, 2017, 3:13:10 p.m.) 
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The RAR file contains an EXE file that uses the Microsoft Corp. Office Word icon with the following 
properties: 

• MD5: 627e3ff5659b9a0ab9dc4b283c3288dd 

• Filename: Chi tiet noi dung bai viet dang len bao.exe and/or WinWord.exe 

• File Type: Win32 EXE 

• Compilation Timestamp: 2009-10-14 22:21:26 (October 14, 2009, 10:21:26 p.m.) 

Both files were uploaded from locations in Vietnam, which aligns with past targeting by POND 

LOACH actors, as observed by iDefense analysts. 

During iDefense’s analysis, this executable dropped several files: the password-protected decoy 
document tmp.docx, the legitimate file rastlsc.exe, the malicious rastls.dll file, and 
an OUTLFLTR.DAT file. Upon execution, this file dropped the executables and doc file, and then 
executed rastlsc.exe (which sideloadded rastls.dll) and Microsoft Word to open the tmp.docx file.  

The docx file has the following characteristics: 

 MD5: 4343cc3e28892bb147c97002a04b4c0d 

• Filename: tmp.docx 

• File Type: MS Word Document 

The DLL file has the following characteristics: 

• MD5: 4185f19a957f870ce6b511c4f86d7c06 

• Filename: rastls.dll 

• File Type: Win32 dll 

The DAT file has the following characteristics: 

• MD5: d809f4e93978f3770d84a00d8cdb6f99 

• Filename: OUTLFLTR.DAT 

Exhibit 1 includes several windows that popped up during analysis when the EXE file executed in the 
password-protected Word document that analysts opened. 
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Exhibit 1: Password-Protected Word Documents Launched after Execution of EXE File 

Exhibit 2 shows the use of a DLL side-loading technique whereby rastlsc.exe (previously seen in use 

by BADCAKE) loads rastls.dll from the same directory. This DLL then opened OUTFLTR.DAT and 
decoded the shellcode in order to continue the infection during iDefense’s analysis. 
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Exhibit 2: DLL Side-Loading Technique 
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iDefense determined that this malware communicated with the following domains: 

• urnage.com 

• houseoasa.com 

• alyerrac.com 

This communication began with the creation of a subdomain based on a domain generation 
algorithm (DGA). This algorithm created a subdomain two levels deep based off system information 
and malware details; it was then used to communicate with each of the domains via HTTP POST 
requests (see Exhibit 3). 

 
Exhibit 3: Example POST Requests to the Command-and-Control Server 

iDefense analysts note that the actors appear to have changed host IP addresses for these domains 
from 173.209.43.20 to 89.163.245.47, with most of the changes occurring in April 2018. 

This malware persists by creating a scheduled task, as seen in Exhibit 4. 
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Exhibit 4: Scheduled Task 

CONCLUSION 

At this time, iDefense has moderate confidence that this activity is associated with the POND 

LOACH threat group. iDefense analysts will continue to monitor for new activity related to 

the BADCAKE malware family and provide updates as necessary. 

Mitigation 

iDefense suggests that clients monitor for and block traffic to the following IOCs: 

• 89.163.245.47 

• 173.209.43.20 

• addrolven.com 

• alabrese.com 

• alyerrac.com 

• anessallie.com 

• angelinachilds.com 

• arhcharad.com 

• houseoasa.com 

• ichardt.com 

• kermacrescen.com 

• lexishaves.com 

• lginstree.com 

• llarduchar.com 

• lleneuve.com 

• manhollowan.club 

• orvaharris.com 

• ronapicake.com 

• shawnabuddicom.com 

• spencerdaysawf.com 

• stellefaff.com 

• tanjafuchss.com 

• tanjakama.com 

• tephens.com 
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• arinaurna.com 

• arkoimmerma.com 

• avidillene.com 

• avidilleneu.com 

• domenicakluge.club 

• harrisjunpes.com 

• manongrover.com 

• nabmarseau.com 

• noycemarseau.com 

• offmannmenic.club 

• oftonlos.com 

• ollmarover.com 

• ucaargo.com 

• ucharme.com 

• urnage.com 

• victorinehnicak.club 

• wnabudditig.com 

Additionally, iDefense suggests that organizations review their environments for activity related to 
the following hashes: 

• 44a1ce2905f7ac10849488f9591d4026 

• 627e3ff5659b9a0ab9dc4b283c3288dd 

• 4185f19a957f870ce6b511c4f86d7c06 

• d809f4e93978f3770d84a00d8cdb6f99 

 

 

 

 

 

 

 

 

 

 

 

 

 

LEGAL NOTICE AND DISCLAIMER: This document is produced by consultants at Accenture as general 
guidance. It is not intended to provide specific advice on your circumstances. If you require advice or further 
details on any matters referred to, please contact your Accenture representative. 

Given the inherent nature of threat intelligence, the content contained in this alert is based on information 
gathered and understood at the time of its creation. It is subject to change. The information in this report is 
general in nature and does not take into account the specific needs of your IT ecosystem and network, which 
may vary and require unique action. You should independently assess your specific needs in deciding to use any of 
the tools mentioned.  

As such, all information and content set out is provided on an “as-is” basis without representation or warranty 
and the reader is responsible for determining whether or not to follow any of the suggestions, recommendations 
or potential mitigations set out in this report, entirely at their own discretion.  Accenture accepts no liability for 
any action or failure to act in response to the information contained or referenced in this alert.  
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